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SECTION A:  INTRODUCTION 
The quest of governments to ensure IT Support for the delivery of better services in government and other 
public sectors has seen a number of countries developing an e-Government Interoperability Framework (e-
GIF).  The e-GIF is seen to be the bedrock of business transformation of government in the delivery of 
services to citizens. As different Ministries, Departments and Agencies (MDAs) develop IT systems for 
supporting their business, it is necessary to define standards and policies that would guide their selection 
of technology, channels etc.  

Government systems are generally acquired on a solution-by-solution basis, and driven by the need to 
acquire the best solution for a specific purpose. For example, the National Identification Authority, National 
Health Insurance and Internal Revenue Services will each acquire systems that will support their specific 
requirements. The result of this is the creation of a wide range of separate information and data islands 
across Government with no easy way of unlocking the valuable information assets they collectively contain 
to support more useful and productive processes. 

Interoperability standards and policies can help resolve these problems. A well-structured approach to 
interoperability helps open up data and information silos and enable information to be exchanged more 
easily and usefully between systems. Business applications can then take advantage of that integrated 
information to provide greater insight, better control and improved operational efficiency in information 
handling. The net outcome can be better-informed and timelier decision–making and related cost efficacy. 

Joined up government demands joined-up ICT systems or interoperable systems that work seamlessly and 
coherently across the public sector to provide good quality services to citizens and businesses.  Unlike 
many other countries in the world with large legacy system environments, the current ICT environment in 
Ghana could be regarded as ―green field‖, which therefore calls for clearly defined policies and technical 
standards for interoperability and information management.  This will ensure that new systems to be 
implemented by egovernment programmes are architected to provide maximum interoperability, which is a 
pre-requisite for joined up government.  

The Government of Ghana‘s e-GIF strategy is driven by the Ghana Government Enterprise Architecture 
(GGEA), which is designed for increased interoperability through the principles of shared infrastructure 
services, service oriented architecture and event driven architecture. These principles are essential 
ingredients for interoperability and the GGEA is designed to ensure that information for government 
services is available anytime, anywhere, to anyone who is authorised to access it, from many channels. 

 

1.1. PURPOSE OF THIS DOCUMENT 

This document sets out the policy framework for Ghana‘s e-Government Interoperability Framework 
(e-GIF).  It describes the policies necessary to ensure successful implementation of the e-GIF.  
Establishing an agreed approach to interoperability (the ability of disparate IT products and services to 
exchange and use data and information (that is, to ‗talk‘) in order to function together in a networked 
environment across multiple organizations and information technology systems) can help lead to a 
step-change improvement in Government services through, for example, internal efficiencies and the 
provision of better online access.  From a technical standpoint, interoperability is achieved when the 
coherent electronic exchange of information and services between systems has taken place. 

The e-GIF is a set of policies, technical standards, and guidelines covering ways to achieve 
interoperability of public-sector data and information resources, information and communications 
technology (ICT), and electronic business processes.  It creates the ability for any Ministry, 
Department, or Agency (MDA) to join its information, ICT or processes with those of any other using a 
predetermined framework based on ―open‖ (i.e., non-proprietary) international standards. 
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The e-GIF performs the same function in e-government as the Road Code does on the highways.  
Driving would be excessively costly, inefficient, and ineffective if there were a need to agree on road 
rules each time one vehicle encountered another. 

The adoption of interoperability initiatives by various Governments around the world has already 
provided a powerful means of ensuring true interoperability across public sector systems and between 
the public, private and voluntary/not-for-profit sectors. 

The Government of Ghana (GoG), in its quest to implement its e-Government initiatives, recognize the 
need to establish an (e-GIF) that will act as a foundation for the overall e-Government strategy to 
ensure that government-wide systems are implemented in accordance with widely accepted policies, 
technical standards, and guidelines.  MDAs and the public service adherence to the e-GIF policies 
and specifications is mandatory. 
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SECTION B: EGIF POLICY AND SCOPE 

2.1. AIM OF THE EGIF 

The e-GIF aims to improve interoperability in the practical application of information and 
communication technologies (ICT) relating specifically to the electronic systems that support 
government‘s business processes. 

The intention is to provide guidance on some of the best practices that help underpin successful e-
Government programs.  In reality, there are always local-specific requirements to be taken into 
account, as well as a recognition that technology continues to develop rapidly: standards can mature 
quickly and hence version control between different versions of the same standards, or even between 
new and obsolete standards, are all factors that need to be planned for. 

Given this background, centrally imposed mandates and strict regulations can prove highly brittle, 
reactive, expensive and inflexible.  Pragmatic best practice suggests that the use of standards is often 
best treated as a matter of guidance—and as only one component to be considered in successful ICT 
projects.  Compliance with the e-GIF cannot therefore be imposed on citizens, businesses and foreign 
governments; but GoG intends to make the e-GIF its preferred method of interface. 

 

2.2. E-GIF SCOPE 

The scope of the e-GIF implementation is based on the different types of interactions, for example 
Government must interact with individuals about tax collection, providing health care, lands registry, 
etc. Government must interact with business and industry, in a wide range of areas such as taxation, 
planning regulations, import and export, etc. Government must also interact with groups, communities, 
associations, NGOs, etc and finally MDAs must interact with each other.  

Interoperability must be achieved between Government and these groups and they are usually 
classified as:  

 Government to Citizen/Community interaction – G2C; 

 Government to Employee interaction – G2E; 

 Government to Business interaction – G2B;  

 Government to Government interaction – G2G. 

Business to business (B2B) interactions outside of Government could benefit from the e-GIF 
standards even though B2B is outside the scope of this document. It is recognised that compliance 
with the e-GIF standards cannot be imposed on businesses and foreign governments but it is 
considered to be the preferred method of interface.  

The e-GIF adopts the Internet and World Wide Web specifications for all government systems.  The 
GoG‘s data interchange strategy is to adopt XML and XSL as the core standards for data integration 
and management. This includes the definition of the GoG XML schemas and metadata model, which 
have been created by GGEA Data Architecture Reference Model.  The scope of the e-GIF also 
includes the detailed technical standards and policies for interoperability. 
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2.3. THE UNDERLYING DRIVERS, BENEFITS, AND OUTCOMES 

 

2.3.1. THE UNDERLYING DRIVERS OF EGIF 

The underlying drivers for implementing Ghana‘s e-GIF include the desire to deliver on policies such 
as:  

 citizen centric services: ensuring the provision of improved public services and information in 
ways that is more beneficial to citizens operational efficiency:  

 enabling the GoG to streamline business and technology processes and work more effectively as 
a collective organization rather than a set of separate silos delivering a return on investment:  

 Interoperability between new environments and existing systems enables any move to new 
platforms to be gradual, efficient, and evolutionary. 

2.3.2. BENEFITS OF USING EGIF 

It is expected that using the e-GIF will: 

 facilitate electronic collaboration and exchange of information between Ministries, Departments, 
and Agencies (MDAs) 

 make systems, knowledge and experience reusable from one MDA to another 

 promote open access to information and address backward compatibility issues 

 increase efficiency, flexibility and the value of existing investments in systems 

 increase transparency to users and provide them with value-added information by bringing 
together data that currently exists across multiple silos 

 reduce the effort required to deal with government online by encouraging consistency of 
approach 

 reduce the reliance on tapes and disks to exchange data between MDAs, since these carry their 
own security issues and are not scalable for the level of interoperability many services will require 
in future 

 support important social and policy solutions, such as accessibility, user identification, privacy 
and security 

 promote choice, competition and innovation, and 

 Reduce costs, and single vendor lock-in. 

 

Practical Example: ( Consolidating Customer Resources) 

In practice, adherence to the e-GIF becomes critical when two or more MDAs work together to 
deliver a service online.  MDAs are therefore encouraged to look at services from a ―customer‖ 
perspective. 

A hypothetical example might be ―a foreign investor wanting to start a firm in Ghana‖.  Today this 
involves interactions with: 

 the Ghana Investment Promotion Centre 

 the Registrar General‘s Department (RGD) and the Internal Revenue Services (IRS) who 
provide a shared service for an investor wanting to a start business.  As the investor 
registers and incorporates his company, he requires an IRS tax number – tax identification 
number (TIN) – and a value-added tax (VAT) number. 
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 the Ghana Immigration Service 

 the District Assembly or Metropolitan Assembly for signage etc. 

Consider our fictitious example in an interoperable future: all services for opening a business, 
delivered by multiple MDAs, could be made available through a single website.  The applicant would 
enter relevant details; and the MDAs would exchange relevant information amongst themselves and 
the applicant to supply all the required services.  By entering information into the 'IRS Details' screen 
during the online company incorporation process, his application will be sent via an automated link to 
IRS. 

This is the kind of interoperability envisaged under the e-government initiative.  To accomplish such 
interoperability, the MDAs need an enduring, agreed standard set for exchanging data between all 
parties. The e-GIF sets forth these standards. 

 

2.3.3. EGIF OUTCOMES FOR GOVERNMENT 

The e-government programme seeks the following outcomes, assisted by the application of the e-
GIF: 

1. Convenience and Satisfaction:  

Provision of services anytime, anyhow, anywhere; people will have a choice of channels to 
government information and services that are convenient, easy to use, and deliver what is 
wanted. This outcome will be achieved when many services are fully or partially delivered 
electronically (as appropriate); and traditional service delivery channels (counter, postal, 
telephone, etc.) continue to exist but are enhanced by the use of technology. 

2. Integration and Efficiency:  

Services that are integrated, customer- centric and efficient; information and services will be 
integrated, packaged, and presented to minimise cost and improve results for people, 
businesses, and providers. This outcome will be achieved when front-office integration is well 
developed, with many services redesigned and bundled together in ways that better meet 
customer needs; and the adoption of e-GIF for back-office integration e-GIF as well as 
progressive building of components of the service-delivery architecture. 

3. Participation:  

People will be better informed and better able to participate in government.  This outcome will 
be achieved when online participation becomes an increasingly important part of policy 
development and service delivery; and making the democratic processes electronic (e.g., e-
voting in local body elections). 

4. Variety of Channels: 

By interoperating using the e-GIF, MDAs can make information available to people in ways that 
help them to participate in the processes of government. The channel of delivery may differ 
from one MDA to the other as long as they are interoperating. 

5. Improved Service Delivery: 

One of the aims of the e-government programme is to make it easier for people to deal with 
multiple MDAs by making good use of ICT.  By making ICT systems and the processes they 
support interoperate, people will find it easier to do business with government as a whole.  This 
does not mean that everyone has to be online to get the benefits of interoperability.  If an 
MDA‘s ICT is interoperating effectively, people dealing with public servants face-to-face or on 
the phone will get better service. 

6. Common Technical Standards: 
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The adoption of common technical standards for ICT means that MDAs can focus more on the 
business outcomes the systems are designed to support than on what may be technical 
choices that have little impact on service delivery. 

Common technical standards also mean that the collection of ICT systems across government 
is of more value as a whole than the sum of its parts.  Disparate systems that cannot work 
together are only of value in and of themselves. 

The adoption of common technical standards also means that, across government, knowledge 
of these technologies will be concentrated rather than spread more thinly across numerous 
alternative and often-proprietary technologies. 

7. Increase in ICT Usage: 

The adoption of common technical standards for ICT means that MDAs can focus more on the 
business outcomes the systems are designed to support than on what may be technical 
choices that have little impact on service delivery. 

Common technical standards also mean that the collection of ICT systems across government 
is of more value as a whole than the sum of its parts.  Disparate systems that cannot work 
together are only of value in and of themselves. 

The adoption of common technical standards also means that, across government, knowledge 
of these technologies will be concentrated rather than spread more thinly across numerous 
alternative and often-proprietary technologies. 

8. Operating in a Global Environment: 

The Internet, and the value that it can deliver to government and people, relies on an agreed 
standards-based approach.  By using the same standards-based approach, MDAs in a small 
way support the infrastructure of technologies that they increasingly rely on to deliver services 
and conduct the business of government. 

The adoption of common standards also helps governments in various jurisdictions to 
interoperate.  This becomes important when dealing with matters that can only be handled in a 
regional and global way. 

 

2.4. EGIF GOVERNANCE 

The governance model to support the eGIF is driven by the need to change the interoperability 
technical specifications and policies as well as the need to enforce them across the MDAs.  The 
governance model therefore requires ownership and processes to be effective. 

 

2.4.1. GOVERNANCE PRINCIPLES 

The following principles underpin the governance of the e-GIF and its operation: 
 

1. The e-GIF is driven by the Ghana Government Enterprise Architecture. 

2. Adequate organisational resources and capabilities shall be needed to support the 
governance arrangements.  

3. The maintenance of the e-GIF document will be through the e-Government working 
groups.  

4. The governance arrangements must be consistent with both current and future legal 
requirements. For example, the introduction of legislation can change the custodian of 
the document.  
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5. The governance arrangements will build confidence in, and commitment to, the e-GIF 
from all its stakeholders. 

6. With regard to the day-to-day operation of the e-GIF, the governance arrangements 
will show a close fit with the responsibilities and capabilities of the organisations 
involved. 

7. The governance arrangements must account for the complexity of e- government 
stakeholders and operating environments. 

8. MDAs that are required to adopt the e-GIF will be given the opportunity to participate 
in its governance. 

9. MDAs that are required to adopt the e-GIF will have access to a process for 
raising concerns over decisions made by the e-GIF custodian. 

10. The collective interests of government should be balanced with the interests of 
individual MDAs and their stakeholders.  Where this is not possible, the collective 
interest should be given the greater priority. 

 

2.4.2. OWNERSHIP 

eGIF is a Government of Ghana asset and therefore must be managed effectively.  It requires a 
designated owner, which is a role or organisation but not a named person to oversee the 
management of changes to the eGIF.  GICTeD will be the owner of the eGIF and will appoint a 
central standards authority (or Working Group), consisting of staff from the various MDAs with the 
requisite technical skills. The table below describes the functions of the authority. 

 

Table 5: Central Standards Authority 

Name Central Standards Authority 

Purpose Manage the maintenance of eGIF standards and policies across 
Government 

Goals Ensure interoperability and the management of risk to the 
Government 

Responsibility 
 Provide technology guidelines  

 Monitor relevance of latest developments in IT from a 
business perspective 

 Consult/advise on the selection of technology within 
standards  

 Assist in variance review 

 Advise on infrastructure products 

 Direct technology standards and Practices  

 Ensure vulnerability assessments of new technology occur 

 Verify compliance with technology standards and 
guidelines 

Authority Assist GICTeD in management of standards and policies 
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Membership Selected representatives from the MDAs 

Meetings Regular (Once a month) and adhoc 

Escalation Points Director General -– GICTeD 

     

The e-GIF technical specifications and policies will change over time and the central standards 
authority must have the capability to change them quickly when required. The change 
management process must ensure that the e-GIF remains up to date and is aligned to the 
requirements of all the MDAs and to new technologies and trends in the IT industry.    

All the eGIF resources (XML Schemas, metadata standards, technical specifications and 
policies) will be published on the GGEA & eGIF web site, which will also have the necessary 
content management workflow processes to support the maintenance of the eGIF.   

Changes to the XML schemas will also have to be carefully assessed, as potentially, they can 
have a high impact. Such changes must be managed in conjunction with the Data Management 
Working Group with permission from GICTeD.  A formal change control procedure must be 
developed to reduce the impact of change on eGIF assets.  This is necessary because of the 
importance of the XML schemas to the successfully implementation of interoperability.   

 

2.4.3. ENFORCEMENT 

E-GIF standards are policies and enforcement that will be part of the architecture compliance 
review, which will involve assessing the compliance of a specific project against established 
architectural criteria and business objectives. A formal process for such reviews normally forms 
the core of the Enterprise Architecture compliance strategy.  E-GIF compliance will become an 
integral part of project funding reviews to ensure only projects that use eGIF standards are 
sanctioned to proceed. 

 

2.5. THE DOCUMENT’S PRIMARY AUDIENCE 

The intended audience for the e-GIF policy includes: 

 policy analysts 

 advisors 

 business analysts; and 

 anyone (in both public and private sectors) involved with interoperability strategy and projects. 

A written statement of interoperability policy helps to clarify requirements to purchasers on the 
government side as well as system integrators and others involved with government projects on the 
supplier side.  The policy statements must therefore be clear, succinct, and long-lived. 

 

2.6. ACKNOWLEDGEMENTS 
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2.7. GOVERNANCE OF SHARED INPUTS 

Ministries, Departments and Agencies interoperate to make better use of ICT within government, and 
to deliver an integrated service directly to people or business. In both cases, collaborating MDAs jointly 
provide inputs and must allocate the decision-making rights accordingly. 

 

2.7.1. USING GGEA TO DRIVE EGIF 

For MDAs to be able to collaborate with each other effectively there must be some kind of physical 
connectivity between the systems.  This is where the Ghana Government Enterprise Architecture 
(GGEA) provides the framework that enables the different systems to work in concert. In the past, the 
MDAs have had no reference architecture model to guide their ICT buying decisions, but this will 
change with the implementation of the GGEA, which defines different standards and technologies, 
that aid interoperability. The GGEA is based on Service Oriented Architecture supported by Web 
Services and XML. Further, there would be Commercial off the Shelf (COTS) products available to 
parse and manipulate the XML data, eliminating the need to develop these products in house.   

The GGEA recommends a shared WAN infrastructure service and MDA LANs with the assumption 
that common network-level protocols and standards will be used for building the infrastructure.  Data 
access techniques encompass relational data management and a range of features for handling XML 
data, Web Services, and other messaging functions are also defined by the GGEA. These topics are 
mainly discussed where they concern integration with back-end services, and communication 
between common infrastructure and the client.   

The techniques discussed in the GGEA are primarily concerned with the integration of services and 
components, but it does cover more general service issues. These include the techniques required to 
provide access to a growing range of services across a variety of access channels, providing broad 
support for different client platforms, and exposing individual services in a consistent and secure way. 

Another primary area of consideration for architectural design is the role of document submission, 
most likely through a dedicated submission service within the solution. The GGEA considers basic 
architecture, message formats and security, message routing and reliable delivery. It also looks at the 
ways that each service exposes the message interfaces, and how each service manages the 
credentials that identify users. 

 The GGEA considers a range of different options for integration between disparate and separated 
applications services and the provision of a service integration hub, eGovernment Service Bus and 
the different topologies, protocols and adapters.   Business process orchestration requirements are 
also defined to enable different processes within the services layer to be integrated with the 
underlying technologies.  

The GGEA governance model also defines SOA governance to ensure that services can be 
effectively developed and integrated to enable interoperability. 
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SECTION C: IMPLEMENTATION SUPPORT 
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SECTION D: MANAGEMENT PROCESSES 
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SECTION E: CHANGE MANAGEMENT 
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SECTION F: COMPLIANCE 
 

6.1. INTRODUCTION 

For interoperability to be effectively achieved, there have to be a coherent alignment between the 
e-GIF policies and standards and the systems implemented at the MDAs. Based on practical 
experiences from around the world, the fundamental elements to consider in establishing 
interoperability are: 
 

 using a browser interface for access 

 using XML as the primary means for data integration 

 using Internet and World Wide Web standards 

 using metadata for content management. 
 

These fundamental elements to interoperability between MDAs systems are not the only ones to 
be considered, they serve as guide posts in selection. However, equivalent standards and 
additional interfaces are allowed.  
 
There is the need to test for compliance and this is done by checking whether or not the MDA 
systems in place or to be implemented conform to policies and standards listed in the e-GIF. To be 
e-GIF compliant, a system should satisfy both requirements.  
 
Testing for interoperability to a large extend ensure a coherent exchange of information and 
services between MDA systems seamlessly. The test is therefore not about ‘Does the system 
comply with all the policies and standards?’ but rather ‘Does the system contravene any of the 
policies and standards?’  The testing covers technical areas such as: 
 

 interconnection 

 data integration 

 e-services access 

 content management metadata 
 

6.2. BUSINESS CASE FOR COMPLIANCE 

Compliance is a key component of interoperability across government because it ensures MDAs 
conform to the laid down policies and specifications. Without compliance interoperability cannot be 
achieved.  

 

6.2.1. WHY COMPLIANCE? 

 Ensures Compatibility: testing compliance enables MDAs systems are in alignment 
with e-GIF policies and standards and hence ensuring that systems and applications 
used across government are compatible with one another. 

 Ensures Conformity: compliance to e-GIF insure that there is uniformity in the use of 
applications and systems across government. 

6.2.2. MANDATORY COMPLIANCE 

When e-GIF policies and standards are passed by law, it will be mandatory for all MDAs to 
comply and make sure all new systems, public sector procurement, and all major upgrades 
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to existing systems across government conform to the specifications. This form of 
compliance makes sure there is interoperability across government. 

6.2.3. RECOMMENDED COMPLIANCE 

In view of the significant role e-GIF plays in the successful implementation of interoperability 
among agencies, it is recommended that the scope of e-GIF should not only be limited to the 
public sector but the private sector as well. This will ensure effective collaboration between 
government and businesses (G2B). The e-GIF should cover areas such as: 

 non-government organizations; 

 the business community; 

 the public, and 

 other jurisdictions. 
 

6.3. COMPLIANCE UNDERSTANDING 

The understanding, agreement and collaboration of MDAs are crucial for e-GIF compliance. 
Agencies across government need to clearly understand the role of e-GIF. This will facilitate easy 
compliance to set policies and standards. The following are the parties that need a clear 
knowledge and understanding of e-GIF. 
 

 E-Government/e-Business Strategists 
They need to understand the benefits of e-GIF and ensure that their e-business strategy 
mandates compliance with the e-GIF policies and standards. This will make them know that 
funding by government will be possible only by complying with e-GIF. 

 MDA Coordinators 
E-Government or e-Business Coordinators within MDAs need a high level understanding of e-
GIF so as to ensure that systems involved in interactions within or between MDAs comply with 
e-GIF. 

 IT Managers and Project Managers 
IT managers or heads at the various MDAs are the key personalities that see to the 
implementation of systems and applications. Thus, they need in-depth knowledge and 
understanding of the e-GIF so as to ensure that all new systems and upgrading of old systems 
conform to the laid down policies and standards. 

In the case of exemptions, a written proposal should be sent to GICTeD for approval. 

 Application Developers 
In the event of application development of a system, the developers need a thorough 
understanding of the e-GIF to adopt relevant specifications as directed during system design 
and development 

 Government ICT Providers 
These include outsourcing, consulting, and technology providers. These agents need a high-
level understanding of the e-GIF to ensure that solutions proposed to Government comply 
with the framework where appropriate. 

 Project Approval Authorities 
They need to understand the e-GIF compliance policy and ensure that e-GIF compliance is 
taken into account during the project approval process 

 Government Procurement Officers 
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E-GIF compliance needs to be factored in during the procurement process. Thus the officers 
in charge need to know and ensure that e-GIF specifications are adopted before approving 
procurements. 

 Project Auditors and Reviewers  
They need a high-level understanding of the e-GIF to ensure that e-GIF compliance is taken 
into account during the audit and review of projects. 

6.4. COMPLYING PROCEDURE 

All MDAs across government who must or are encouraged to comply with the e- GIF should review 
their implementations against the e-GIF whenever: 

 a new version of the e-GIF is released 

 they are contemplating new implementations 

 they are contemplating upgrading implementations; and/or 

 they are reviewing their overall technology strategy.  

6.5. COMPLIANCE RESPONSIBILITIES 

The ultimate responsibility for compliance rests with the system‘s managers. They need to ensure 
that compliance is adhered to throughout the system‘s development lifecycle. MDAs should 
consider how their business processes can be changed to be more effective by taking advantage 
of the opportunities provided by increased interoperability. 
 
The approval authority and final arbiter on all questions relating to e-GIF compliance is GICTeD 
which will provide help in defining departments‘ internal compliance regimes where required. The 
e-GIF team will monitor compliance through the Interoperability Working Groups and other liaison 
groups. 

 

6.6. FAILURE TO COMPLY 

Failing to comply with e-GIF policies and standards will attract the following penalties: 

 New systems failing to comply with the e-GIF will not get project approval or funding from the 
appropriate bodies or authorities. 

 Systems seeking to link up with any government database or information source, the 
government gateway or any governmental knowledge network and failing to comply with the 
e-GIF will be refused connection 

 Service Providers or Suppliers who are not prepared to meet the e-GIF specific requirements 
will have their contracts abrogated. 
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SECTION G: STANDARDS SELECTION CRITERIA  
The standards selected for the Ghana e-GIF are based on the following: 

1. Flexibility - Without violating the principle of minimising the set of allowed specifications,  the 
number of specifications chosen for each area should provide an appropriate level of flexibility 
without compromising the overall objective of interoperability;  

2. Internet -The specifications should be well aligned with Internet (e.g. W3C and IETF) standards as 
the Internet is a major channel for delivering e-Government services;  

3. Scalability – standards must be scalable ensuring the usability, adaptability and responsiveness of 
applications as requirements change and demands fluctuate. 

4. Reusability – the selection of standards that are reusable are crucial for effective interoperability. 
Even though this selection principle might not have been stated clearly by various e-GIFs, their 
choice of specifications like SOAP v 1.0 is a clear indication of this.   

5. Openness – As stated earlier, openness is classified as an essential component of any 
interoperability framework and hence a key principle in selecting standards; that is, all standards 
and guidelines must conform to open standards principles.  

6. Market Support – The specifications selected are widely supported by the market. 

7. Security – ensuring reliable exchange of information that can take place in conformity with an 
established security policy.   

8. Privacy – guaranteeing the privacy of information in regard to citizens, business and government 
organisations. 

 

7.1. OPEN STANDARDS 

Open standards play a key role in achieving interoperability. Open standards enable products to work 
together. This gives governments choice among a diversity of applications from a wide range of 
suppliers/vendors and leads to innovative technological developments – the Internet is a great 
example as it is founded on open standards such as TCP/IP and HTTP. Open standards also ensure 
quality. Open standards describe openness in both: (1) the standards-setting process; and (2) access 
to the specifications. Open standards are usually contrasted with proprietary standards or a 
specification that is owned and controlled by an individual or a corporation. While there is no universal 
agreement on the definition of open standards, the following have emerged and are the minimum 
characteristics for a standard to be open: 

 Be accessible to everyone free of charge: no discrimination between users, and no payment or 
other considerations should be required as a condition to use the standard.  

 Remain accessible to everyone free of charge: owners should renounce their options, if any, to 
limit access to the standard at a later date.  

 Be documented in all its details: all aspects of the standard should be transparent and 
documented, and both access to and use of the documentation should be free.  

The Open Group, World Wide Web Consortium (W3C), Organisation for the Advancement of 
Structured Information Standards (OASIS), Object Management Group (OMG), Institute for Electronic 
and Electrical Engineers (IEEE) and The Internet Engineering Task Force (IETF) are identified as the 
main organisations that deal with open standards that ensure interoperability. 
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7.2. GENERAL POLICIES 

The key high-level policies that will support the implementation and enforcement of eGIF include: 

1. The e-GIF custodian shall be the Ghana Information and Communication Technology Directorate 
(GICTeD), responsible for its maintenance and enforcement. 

2. The e-Ghana Working Groups will be responsible for the update of certain sections of the e-GIF 
document. Changes will be managed through an effective version control process.  

3. To ensure interoperability, all MDAs must adhere to the key principles defined in the e-GIF 
document. 

4. The common, open standard Internet specifications, data interchange and application 
integrations standards must be used as the basis for all MDA information systems. 

5. All public/civil sector information systems should be accessible through browser-based 
technology; other interfaces are permitted, but only in addition to browser-based interfaces. 

6. The adoption of ubiquitous specifications that are provided and well supported by the market 
place. 

7. The e-Government Interoperability Framework shall be vendor-neutral and open standards 
based, to ensure cost-effective implementation.  All standards and guidelines must therefore 
conform to open standards principles. 
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SECTION H: METADATA STANDARDS. 

 

8.1. INTRODUCTION 

 

The purpose of this standard is to support interoperability across all government sectors in the area of all 
online discovery and management. The Ghana Metadata Standard is based on the internationally 
recognised Dublin Core Metadata Element Set (DCMES) and the United Kingdom‘s e-Government 
Metadata Standards version 3.0 (e-GMS). It provides basic information such as the author, the date of 
creation and the subject matter of the item described. Metadata can be compared to a library catalogue 
record that facilitates discovery of a particular work by providing information such as title, author, publisher, 
subject, description of the work, location, etc.' 
Consistent cataloguing of online resources maximises opportunities for searchers to find the most relevant 
and comprehensive set of resources for their purposes. Metadata can also be used to organise, store and 
retrieve items for information management purposes. The advantage of using a metadata standard is that 
data sets will interoperate with other sets that use the same standard. 

8.2. WHAT IS METADATA? 

 
Metadata is information about information and is structured in a manner that facilitates the management, 
discovery and retrieval of resources on the World Wide Web. Metadata standards have been developed to 
support both machine interoperability (information exchange) and targeted resource discovery by human 
users of the Web. Metadata standards for the Internet are an attempt to bridge the gap between the 
comprehensive cataloguing which is done by professionals in the library context, and the free-for-all of 
document creation on the Web. In particular, these metadata standards allow creators of documents and 
managers of resource collections to describe resources in a detailed manner facilitating targeted queries 
by search engines. A metadata record typically consists of a set of elements (or fields) which describe in 
detail the content of the resource, its intellectual property rights, and its 'instantiation' (date created, for 
example). 

8.3. DUBLIN CORE METADATA INITIATIVE (DCMI) 

 
The Dublin Core Metadata Initiative (DCMI) is an international collaborative effort to establish and maintain 
standards for describing Internet resources with the aims of enabling targeted resource discovery and 
interoperability of information exchange. For detailed information see the Dublin Core Metadata Initiative 
(www.dublincore.org). 
Key principles of the Dublin Core metadata specification relevant to GMS include: 

 Simplicity: The DCMES is intended to be usable by both resource description specialists 

as well as non-experts. 

 Interoperability: Promoting a commonly understood set of descriptors that enable the 

discovery of online information resources from across subject and interest domains. 

 Extensibility: The DCMES is intended as a core element set, or baseline, from which 

different communities can extend to meet their own specific needs - these can manifest 

as different levels of interoperability (local, domain-specific, national, global). 

 Refinement: A set of recommended qualifiers (element refinements and encoding 

schemes) is available to refine the elements and identify standard schemes which define 

the content in various elements where more precision or control over content is required. 

 Dumbing-Down: The contents of DCMES descriptions will always make sense without the 

use of qualifiers so that elements are useful in applications which are not configured to 

http://www.dublincore.org/
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handle the syntax of qualifiers being used in particular communities. The principle is 

known as the "dumb-down" principle. 

8.3.1. BENEFITS 

 
On Ghana Online, metadata is used to: 

 assist with user searches by allowing a more detailed specification of the type of material 

being sought (providing a more refined search than conventional search engines); 

 weight search results so that words contained in metadata elements are given priority 

over words in the text of a document. (By default, the chance of finding relevant resources 

even if the user does not explicitly search on a metadata element is also increased.); 

automatically allocate items to categories in the Ghana Online browse directory; 

 assist with management of Ghana Online content; and, 

 provide general cataloguing information which can enable documents in the Ghana  

Online database to be searched by other catalogues (for example to allow education 

documents entered in Ghana Online to be searched by libraries). 

 

8.3.2. DUBLIN CORE EXAMPLE 
 

Title=‖Metadata Demystified‖ 

Creator=‖Brand, Amy‖ 

Creator=‖Daly, Frank‖ 

Creator=‖Meyers, Barbara‖ 

Subject=‖metadata‖ 

Description=‖Presents an overview of 

metadata conventions in 

publishing.‖ 

Publisher=‖NISO Press‖ 

Publisher=‖The Sheridan Press‖ 

Date=‖2003-07" 

Type=‖Text‖ 

Format=‖application/pdf‖ 

Identifier=‖http://www.niso.org/ 

standards/resources/ 

Metadata_Demystified.pdf‖ 

Language=‖en‖ 
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8.4. GHANA METADATA STANDARD 

 

Applying the extensibility principle of the Dublin Core, the GMS have 5 new key element sets 
for local Ghanaian content. The GMS element set described here comprises of 20 
descriptors. The first 15 elements are from the Dublin Core and the remaining 5 are locally 
identified from our e-Government survey.  

8.4.1 REFERENCE STANDARDS 

 
Metadata:  
ISO 15836 : 2003 - The Dublin Core Metadata Element Set.  
Dublinecore.org 
United Kingdom e-Government Metadata Standard version 3.0 
www.govtalk.gov.uk 
 
Date:  
Date and Time Formats, W3C Note. [W3CDTF] http://www.w3.org/TR/NOTE-datetime  
ISO 8601 : 2000 - Data Elements and Interchange Formats - Information Interchange - 
Representation of Dates and Times. International Organization for Standardization.  
DCMI Period Encoding Scheme  
http://dublincore.org/documents/2000/07/28/dcmi-period/  
 
Format:  
Multipurpose Internet Mail Extensions (MIME) Internet Media Types  
http://www.isi.edu/in-notes/iana/assignments/media-types/media-types  
 
Identifiers/Addressing  
RFC 2396 Uniform Resource Identifiers (URI): Generic Syntax  
http://www.ietf.org/rfc/rfc2396.txt  
 
Language:  
RFC 3066 Tags for the Identification of Languages  
http://www.ietf.org/rfc/rfc3066.txt  
ISO 639.2 : 1998 Codes for the representation of names of languages  
authoritative lists, maintained according to the standard, are available at:  
http://lcweb.loc.gov/standards/iso639-2/englangn.html , or  
http://www.loc.gov/standards/iso639-2/langcodes.html  
ISO 3166.1 : 1997 Codes for the representation of names of countries and their subdivisions 
– Part 1 : Country Codes  
an authoritative list, maintained according to the standard, is available at:  
http://www.iso.org/iso/en/prods-services/iso3166ma/02iso-3166-code-lists/list-en1.html  
IANA (Internet Assigned Names Authority) list of registered languages is maintained at:  
http://www.iana.org/assignments/language-tags  
 
Computer Language Encoding:  
Extensible Mark-up Language (XML)  

http://www.govtalk.gov.uk/
http://dublincore.org/documents/2000/07/28/dcmi-period/
http://www.isi.edu/in-notes/iana/assignments/media-types/media-types
http://www.ietf.org/rfc/rfc2396.txt
http://www.iana.org/assignments/language-tags
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http://www.w3.org/TR/REC-xml  

3 NZGLS Metadata Element Set Version 2.1 

8.4.2. ELEMENTS 

 
The following properties are used in describing each of the 18 elements: 

 a unique, machine-understandable, single-word element name intended for use in the 

computer programming rules (syntactic use) which is intended to make the specification 

of elements simpler for encoding schemes;  

 a refinement – applying the dump-down principle of the Dublin Core, this qualifier is used 

to narrow the meaning of an element. 

 a definition – the meaning of the elements. Elements from the Dublin Core will have their 

meaning from the DCMI;  

 an indication – whether the element is mandatory, recommended or optional (obligation);  

 a comment which further explains the meaning of the element and an example on how it 

may be used.  

Five metadata elements must be present for compliance with this standard. The mandatory 
elements are: 

 Creator 

 Title 

 Date 

 Subject  

 Identifier  

All other elements are optional, and all elements are repeatable. Metadata elements may appear 
in any order.  

It is assumed that metadata instances based on this standard will specify the encoding scheme 
used for any element where this is appropriate. This standard cannot specify the use of any 
particular schemes with specific elements. 

Although some environments, such as HTML, are not case-sensitive, it is recommended best practice 
always to adhere to the case conventions in the element and qualifier names given below to avoid conflicts 
if the metadata is subsequently extracted and converted to a case-sensitive syntax, such as XML 
(eXtensible Markup Language). 
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Element Refinement Definition Obligation Comment 

DC.Identifier  Unambiguous 
reference to the 
resource in a given 
context. 

Optional Recommended best practice is 
to identify the resource by 
means of a string or number 
conforming to a formal 
identification system. Examples 
of formal identification systems 
include the Uniform Resource 
Identifier (URI) (including the 
Uniform Resource Locator 
(URL)), the Digital Object 
Identifier (DOI) and the 
International Standard Book 
Number (ISBN). 

DC.Title  The name of the 
resource 

Mandatory Typically, a Title will be the 
name by which the resource is 
formally known. If the resource 
is a text document, use the full 
title as it appears on the title 
page. 

DC.Description  An account of the 
content of the 
resource. 

Mandatory Description may include but is 
not limited to: an abstract, table 
of contents, 
reference to a graphical 
representation of content or a 
free-text account of the content. 
The description could cover: 
 

 Approach to subject (e.g. 
critique, explanation, 
beginners guide) 

 Reason for production of 
resource (e.g. to inform, 
invite comments) 

 Groups and organisations 
referred to 

 Events covered 

 List of key fields (database) 
or chapters 

 Key outcomes 

 Broad policy area 

 Level (e.g. academic, basic) 

 Any other useful 
information. 

 
Keep the description as brief as 
possible and try not to repeat 
information that could be held in 
another tag (e.g. Title, 
Coverage or Subject). 

 Table of 
Contents  

A list of subunits of the 
content of the 
resource. 
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 Abstract  A summary of the 
content of the 
resource. 

  

DC.Subject  The topic of the 
resource. 

Mandatory Typically, a Subject will be 
expressed as keywords, key 
phrases or classification codes 
that describe a topic of the 
resource. 

 Category At least one term from 
the Government 
Category List (GCL) 
must be added to this 
refinement and this 
should reflect the main 
subject of the 
resource. Other terms 
may be added where 
other similar types of 
encoding schemes are 
needed for browsing. 
Comment: This is to 
allow users to drill 
down through the 
directories of portals 
such as DirectGov, 
from very broad 
categories (e.g. 
Business and 
industry) to narrower 
categories (e.g. 
Advertising, Imports). 

  

 Keyword The words or terms 
used to describe, as 
specifically as 
possible, the subject 
matter of the resource. 
These should be 
taken from a 
controlled vocabulary 
or list. 

  

 Person Subject.person should 
be used when a 
resource is about a 
person.  
Note: Do not confuse 
with Addressee or 
Creator. 

  

 Process 
identifier 

Indicates a specific 
service or transaction, 
using an identifier 
taken from a 
recognised list. 

  

 Programme The broader policy 
programme to which 
this resource relates 
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directly. 
Comment: There is no 
official definition of a 
programme or what 
differentiates it from a 
project. As a general 
rule, programmes are 
broad government 
policy initiatives that 
take several years or 
more to complete, e.g. 
e-Government or Civil 
Service Reform.  

 Project The specific project 
that this resource 
relates to directly. 
Comment: See 
comment above under 
Programme. 

  

DC.Publisher  The entity responsible 
for making the 
resource available. 

optional Publisher is used here in its 
widest sense, so an 
organisation that places an 
information resource on a 
website is the publisher, even if 
no hard-copy version is made 
available. The publisher is the 
person or organisation a user 
needs to contact in order to 
obtain permission to republish 
the information contained in the 
resource or to obtain copies in a 
different format. 
 
A publisher has certain legal 
rights and responsibilities 
regarding the resource, so 
should always be named. 

DC.Creator  An entity primarily 
responsible for making 
the content of the 
resource. 

Mandatory Examples of a Creator include a 
person, or an organisation. 
Typically, the name of a Creator 
should be used to indicate the 
entity. This element value 
contains the name of the 
agency responsible for creating 
the resource or providing the 
service. 

DC.Date  A date associated with 
an event in the life 
cycle of the resource. 

Mandatory Typically, Date will be 
associated with the creation or 
availability of the resource. 
Recommended best practice for 
encoding the date value is 
defined in a W3C profile 
[W3CDTF] of ISO 8601 and 
follows the YYYY-MM-DD 
format. Where a date range or 
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period is being described, best 
practice is to use the 
DCMIPeriod encoding scheme. 
Date created vs. date 
modified. It is up to individual 
agencies to decide when a 
change is a modification to a 
resource, and when changes to 
a resource are so significant 
that they actually create a new 
resource - which will require its 
own set of metadata. Where the 
content of a resource refers to a 
period or time, this should be 
described using the Coverage 
element. The Date element only 
refers to the resource itself, not 
the intellectual content. The 
Coverage element refers to time 
periods covered or discussed in 
the content of the resource. 

 Created  Date of creation of the 
resource. 

  

 Valid  
 

Date (often a range) of 
validity of a resource. 

  

 Available  
 

Date (often a range) 
that the resource will 
become or did 
become available. 

  

 Issued  Date of formal 
issuance (eg 
publication) of the 
resource. 

  

 Modified  
 

Date on which the 
resource was 
changed. 

  

DC.Type  The nature or genre of 
the content 
of the resource. 

Mandatory Type includes terms describing 
general categories, genres, or 
aggregation levels for content. 
Recommended best practice is 
to select a value from a 
controlled vocabulary. To 
describe the physical or digital 
manifestation of the resource, 
use the Format element. 

DC.Format  The physical or digital 
manifestation 
of the resource. 

 For a travel guide with 
additional material  
format: Text. Book with map 
insert For a database  
format: Text/vnd.ms-access 
extent: 345+mb 
 
For a software application 
format: Application/vnd.ms-
access  
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For a web page in HTML 
format: Text/html 

 Extent The size or duration of 
the resource. 

  

 Medium The material or 
physical carrier of the 
resource. 

  

DC.Language  A language of the 
intellectual content of 
the resource. 

 For a resource written in English 
language: eng 
 
For a resource written in Welsh 
and English 
language: [ISO 639-2/T] cym 
language: [ISO 639-2/T] eng 
 
For a Polish translation of a 
resource originally written in 
Portuguese. (Use Relation to 
link to the original Portuguese 
version 
language: [ISO 639-2/T] pol 

DC.Coverage  The extent or scope of 
the resource 

 The number hospitals in a 
particular region.  
 
 

 Spatial Geographical area.   Regional, District or Municipal 
coverage.  

DC.Rights  Information about 
rights held in and over 
a resource. 

 If a resource or service is freely 
available without any 
restrictions or conditions on 
usage, then this element should 
be left blank. This element 
should only be used for 
intellectual property rights or 
restrictions on access to a 
resource or service. Details on 
where and how to get at the 
resource or service should be 
recorded in the Availability 
element, not here. The Rights 
element deals with who can 
legitimately have access to a 
resource or service. Availability 
deals with how to obtain access. 

DC.Relation  A reference or related 
resource. 

Mandatory Recommended best practice is 
to reference the related 
resource by means of a string or 
number conforming to a formal 
identification system. 

 Conforms to A reference to an 
established standard 
to which the resource 
conforms. 

  

 Has format The described   
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resource pre-existed 
the referenced 
resource, which is 
essentially the same 
intellectual content 
presented in another 
format. 

 Has version The described 
resource has a 
version edition or 
adaptation, namely 
the referenced 
resource. 

  

 Has part The described 
resource includes the 
referenced resource 
either physically or 
logically. 

  

 Is defined by The described 
resource is given an 
effective working 
definition by the 
referenced resource. 

  

 Is format of The described 
resource is the same 
intellectual content of 
the referenced 
resource, but 
presented in another 
format. 

  

 Is part of The described 
resource is a physical 
or logical part of the 
referenced resource. 
Comment: When the 
described resource is 
part of another, it may 
be possible for it to 
inherit metadata 
elements from the 
parent resource. For 
example, the subject 
metadata of a folder 
may be inherited by all 
of the files within that 
folder.  

  

 Is referenced by The described 
resource is 
referenced, cited or 
otherwise pointed to 
by the referenced 
resource. 

  

 Is replaced by The described 
resource is 
supplanted, displaced 
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or superseded by the 
referenced resource. 

 Is required by The described 
resource is required 
by the referenced 
resource to support its 
function, delivery or 
coherence of content. 

  

 Is version of The described 
resource is a version 
edition or adaptation 
of the referenced 
resource. A change in 
version implies 
substantive changes 
in content rather than 
differences in format. 
Comment: Includes 
translations of 
resources. 

  

 Provides 
definition of 

The described 
resource provides an 
effective working 
definition of an item 
whose usual name is 
given in the value. 

  

 Reason for 
redaction 

The reason for the 
publication of a 
redaction or extract. 

  

 Redaction The described 
resource has a 
version with some part 
of the content marked 
or removed to make 
the remainder of the 
content releasable. 

  

 References The described 
resource references, 
cites or otherwise 
points to the 
referenced resource. 

  

 Requires The described 
resource requires the 
referenced resource to 
support its function, 
delivery or coherence 
of content. 

  

 Replaces The described 
resource supplants, 
displaces or 
supersedes the 
referenced resource. 

  

 Sequence no The resource‘s 
allocated number in a 
sequence to which it 
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belongs.  
Comment: This 
refinement has been 
deprecated. 

DC.Contributor  An entity responsible 
for making 
contributions to the 
content of a resource. 

optional Typically, a contributor will be 
an entity that has played an 
important but secondary role in 
creating the content of the 
resource and is not specified in 
the creator element. 

DC.Source  A reference to a 
resource from which 
the present resource 
is derived. 

optional The described resource may be 
derived from the Source 
resource in whole or in part. 
Recommended best practice is 
to reference the Source by 
means of a string or number 
conforming to a formal 
identification system, i.e. the 
referenced resource‘s Identifier. 

GMS.Municipal     

GMS.District     

GMS.Audience  A category of users 
whom the resource is 
intended for.  

Optional 
 

A category of user for whom the 
resource is intended. The 
element 
may be refined to include the 
education or training sector or 
level at which the resource is 
intended to be used. 
Recommended best practice is 
to 
select from one or more of the 
controlled vocabularies  
 

GMS.Mandate  A specific warrant 
which requires the 
resource to be created 
or provided. 

 The element is useful to indicate 
the specific legal mandate that 
requires the resource being 
described to be created or 
provided to the public. The 
content of this element will 
usually be a reference to a 
specific Act, Regulation or 
Case, but may be a URI 
pointing to the legal instrument 
in question. 

 Act A reference to a 
specific Act of 
Parliament which 
requires the creation 
or provision of the 
resource. 

 Electronic Transaction Act 2008 
 
Legislative Instruments. 

 Regulation A reference to a 
specific regulation 
which requires the 
creation or provision 
of the resource. 

 Bank of Ghana Regulation no. 
343 
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 Rule The specific rule or 
bylaw which requires 
the creation or 
provision of the 
resource. 

  

GMS.Version  The edition of the 
resource.  

Mandatory All documents should have 
version numbers with an 
indication of changes and the 
one who carried out the change.  

 

A preview of the Ghana Quailifier Summary is contained in Appendx A. 
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SECTION K: KEY INTEROPERABILITY AREAS 
 

9.1.  CHANNELS INTEROPERABILITY 

 

9.1.1. INTRODUCTION 

A channel is a means by which MDAs interact in the delivery of services to its users. The 
Government of Ghana‘s channel strategy is outlined in the GGEA with a full list of channels to be 
used in the design and deployment of e-government services.  

To help meet the Government of Ghana‘s integrated channel strategy, which will be based on 
existing traditional channels, as well as the introduction of new electronic ones, is to ensure 
interoperability of the channel systems to deploy. The policies and standards outlined below are to 
make sure MDA systems to be deployed have channels that can interoperate with other MDAs or 
users. 

 

9.1.2. KEY CHANNEL POLICIES 

1. E-Government services should be designed to be accessible via multiple channels. The 
MDAs information systems should facilitate the use of various channels by citizens. 

2. All government information systems providing e-Government services will be capable of 
supporting the Internet as a delivery channel, either directly or via third-party services. 

3. When using the Internet as a delivery channel, government information systems will be 
designed so that as much information as possible can be accessed and manipulated from 
minimal functionality browsers. 

4. Where middleware or plug-ins are required in using the Internet as a delivery channel it 
should possible to easily download without additional licensing fee or charge.  

5. The Information and Communication Technology (ICT) employed by the MDAs to provide 
e-Government Services are to: 

 Be designed so that they are accessible through browser-based technology; other 
interfaces are permitted in addition to browser-based ones; 

 Aim to provide such services to the user (citizen and business) via a range of 
delivery channels and devices; 

 Be defined independently of any specific delivery channel; 

 Be designed so that the essential information of a service is accessible to the citizen 
via delivery channels with limited capability where appropriate, using personalisation 
technologies such as trans-coders. 

 

9.2. CHANNEL STANDARDS 

The Channels & e-Services covers standards related to the presentation of information. These 
standards allow data to be interpreted and presented in consistent ways when shared between 
systems. Such standards include HTML (and XHTML) as well as selections from the wide range of 
image and streaming media formats. Also included would be the document encoding format RTF 
and a range of specialised markup languages, including markup for mobile devices. 
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INTEROPERABILITY 
AREA 

STANDARDS DESCRIPTION JUSTIFICATION 

Portal TCP, HTTP, 
HTTPS, SSL 
SMTP 

WML, voice 
XML,WSDL,UDDI,
SOAP 

Government & MDA Portals are 
Web based applications that will 
serve as the focal point of 
government‘s Knowledge and 
Content Management initiatives 
and a comprehensive range of 
functionality including single 
point of access to various 
services, such as e-Payment, e-
Forms and Identity 
management.  The Portal will 
provide a Single Sign On 
capability to relevant structured 
and unstructured information, 
community of interest 
applications and collaboration.  
To be deployed for Internet, 
Intranet, Extranet. 
 

HTTPS, SSL guarantees 
security for e-payments 
and password security. 

Self Service Kiosks TCP, HTTP, 
HTTPS, 
SSL,SMTP 

EXPAND ON 
STANDARDS 
LIST 

A kiosk is a self service device 
with onboard computer and a 
display screen that displays 
information for people walking 
by. Kiosks will be deployed at 
public buildings, used for 
information rendering as well as 
transaction services. 
Touch screen computers are the 
heart of most self-service kiosk 
installations. Keyboards and 
trackballs are important but 
users almost always want to 
"touch the screen". These days 
LCD touch screen technology is 
used almost all the time. 
USB and two serial ports 
accommodate a variety of 
peripherals, including an 
integrated MSR and barcode 
scanners.  
Since the embedded systems 
are basically x86 platforms, 
many Microsoft or Linux 
operating systems are able to 
run on them. Concrete examples 
are Windows XP Professional, 
Windows XP Embedded, 
Windows XP Embedded POS, 
Windows CE, Microsoft DOS, 
many Linux varieties (e.g. 
Ubuntu) and custom built 

Plain/Formatted Text as 
files 
Hypertext documents as 
files 
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Embedded Linux distributions. 
 

Fax 
 

ITU-T 
Recommendations 
T.563, T.503, 
T.521, T.6, T.62, 
T.70, T.72 

Used to create, examine, 
transmit and/or receive facsimile  
images 

Became a standard in 
1984 for digital facsimile 
devices to communicate 
over digital telephone 
lines. 

Mobile Phone GSM,CDMA, 
3G, 
EDGE,GPRS,TDM
A 

Wireless phone used for mobile 
voice or data communication 
over a network.  In addition to 
the standard voice function of a 
telephone, the mobile phone is 
an important channel for e-
government in the delivery of 
government services such as the 
dissemination of information.  
The additional services will 
include SMS for text messaging, 
email, packet switching for 
access to the Internet, gaming, 
bluetooth, infrared, camera with 
video recorder and MMS for 
sending and receiving photos 
and video. 
 

GSM is generally used by 
existing providers in the 
country. CDMA currently 
used by Kasapa. 

Wireless PDA 802.15.1 for 
Personal Area 
Network (PAN). 
WPAN 
 

The IEEE 802.15 Working 
Group, a part of the IEEE 802® 
LAN/MAN Standards 
Committee, develops Personal 
Area Network consensus 
standards for short distance 
wireless networks; a.k.a. 
WPANs™ These WPANs 
address wireless networking of 
portable and mobile computing 
devices such as PCs, Personal 
Digital Assistants (PDAs), 
peripherals, cell phones, pagers, 
and consumer electronics; 
allowing these devices to 
communicate and interoperate 
with one another. For more 
information on this working 
group, visit: http://ieee802.org/15/ 

Most current standard for 
Wireless PDAs. It is also 
compactible with 
Bluetooth 1.1 

Interactive Television   MHEG, 
DVB-S2 
DAVIC,,MHP,GEM
,OCAP/ACAP 
Typically the 
distribution system 
for Standard 
Definition digital 
TV is based on the 
MPEG-2 
specification, while 

iTV describes a number of 
techniques that allow viewers to 
interact with television content 
as they view it.  The television 
will become a channel for 
government content delivery. For 
one-screen services, interactivity 
is supplied by the manipulation 
of the API of the particular 
software installed on a set-top 
box, referred to as 'middleware' 

Widely used in Europe 
leading easy availability 

of decoders etc. MHEG-

5 is an interactive 

software standard 

used for digital 

terrestrial television in 

the UK, with over 12 

million compatible 

receivers deployed. 
Also, recommending 

http://en.wikipedia.org/wiki/Telephone
http://en.wikipedia.org/wiki/Short_message_service
http://en.wikipedia.org/wiki/Text_messaging
http://en.wikipedia.org/wiki/Email
http://en.wikipedia.org/wiki/Packet_switching
http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Bluetooth
http://en.wikipedia.org/wiki/Multimedia_Messaging_Service
http://en.wikipedia.org/wiki/Photo
http://en.wikipedia.org/wiki/Video
http://ieee802.org/15/
http://en.wikipedia.org/wiki/Television
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High Definition 
distribution is likely 
to be based on the 
MPEG-4 meaning 
that the delivery of 
HD often requires 
a new device or 
set-top box. 
On UK DTT 
(Freeview uses 
ETSI based 
MHEG-5), in DVB-
MHP systems and 
for OCAP, this is a 
DSM-CC Object 
Carousel. 
 

due to its intermediary position in 
the operating environment. 
Software programs are 
broadcast to the set-top box in a 
'carousel'. 
 
 

MHP because it is an 

open, multi-platform 

middleware 

specification 

developed for 

interactive digital 

television by the 

European-based DVB 

(Digital Video 

Broadcast) 

organization (MHP-

DVB). 

eForms XForms 1.2 Electronic form is a dynamic 
document that captures 
information and submits it in 
structured way to government 
agencies for processing.  The 
form is actually a visual 
representation of complex 
application, which is powered by 
Adobe Reader widely used in 
government at the moment. The 
application enables the form to 
do a lot of tasks for you, like 
checking that information is in 
the right format, making sure 
that required fields are filled out, 
and that all calculations are 
correct.   
 

Xform enables electronic 
process management. 
The future of web forms 
are process-centric not 
content-centric. 
Compatible to SOA.  
Xform supports multiple 
schemas. 
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9.3. BUSINESS PROCESS INTEROPERABILITY (BPI) 

 

9.3.1. INTRODUCTION 

One of the major challenges of the government in the delivery of services to the citizenry or across 
government is the thorny process involved. Customers expect the delivery of services to be simple, 
seamless and connected just as they will receive from private enterprises. Standardisation of 
government business processes and enabling more efficient and effective connections across 
structural boundaries will result in a range of benefits for government service users and providers. 
To make government services and information more accessible and to improve the efficiency with 
which they are provided, government must build the interoperability capability of its agencies, 
harmonise policies and regulations, integrate programs and streamline business processes.  

 

9.3.2. THE BUSINESS CASE FOR BPI 

Business process interoperability is crucial to the successful transformation of business processes 
between and within MDAs. This needs a total commitment across government so as to ensure 
effective cooperation among MDAs. BPI has become necessary because of the increasing need for 
cooperation between and within MDAs in the delivery of quality services, the development of policies 
and the implementation of programs or projects. The factors that inform Business Process 
Interoperability include: 

1. Changing Customer Needs 

Government departments and agencies are interacting with their respective customers 
multiple channels in recent times. Whereas a face-to-face, office based interaction used to 
be the only access to government services, customers are demanding a more electronic 
access i.e. emails, web access and mobile communications. The changes in their 
customer needs require the MDAs to deliver their services in a seamless and consistent 
approach. Also, due to the increasing number of mobile phone users, knowledgeable and 
technology, people demand faster, more accessible and more diverse services from 
government MDAs.  

 
Customers expect equivalent levels of service from MDAs to those they receive from 
private enterprises. Front line government agencies such as Ministry of Finance, Judicial 
Service and Ghana Health Service are faced with the challenge of how best to speed up 
their service deliveries. 

2. Executive or Legislative  Change 

New executive or legislative changes to existing legislations can cause MDAs to review 
and revise their business processes. This leads to investigating new modes of business 
operation. On the other hand, these changes may also provide new opportunities for 
agencies to collaborate and share information (Shared Services). 

3. Technological  change 

The rapid changes in information and communications technology are creating both 
opportunities and challenges for governments. Government agencies must be ready to 
respond to the opportunities presented by technological advancements to transform 
ineffective or inefficient business processes. 

Information and communications technology changes require subsequent changes or 
reform of government business processes. MDAs need to understand these technological 
changes and collaborate where possible to redesign their business processes to meet the 
changes in ICT. 
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4. MDA Compositional change 

The ability of MDAs to continue to work seamlessly when there is changes in the structure 
of government will be enhanced if BPI is properly implemented. Governments from time-
to-time make changes to the composition of Ministries, Departments and Agency, either by 
merging their business functions or transferring departments and agencies from one 
ministry to another. For example, the erstwhile Ministry of Information and Technology was 
changed by the government and a new Ministry of Information and a Ministry of 
Communication were created. 

5. Business Recovery 

Business Process Interoperability enables agencies to be able to recover or maintain their 
core business functions in the event of any emergency or adverse circumstance occurring. 
BPI will enable MDAs to rapidly respond and recover emergency situations since they 
have already captured the core business processes. BPI also gives agencies a clear 
understanding of its business operations and how it interacts with other agencies across 
government. 

6. Shared Services 

Business Process Interoperability brings about a standardised system of business process 
documentation across government. This will enable agencies with similar operations to 
collaborate so to share services together. 

7. Efficiency improvements 

Business Process Interoperability can help in mining out ineffective and inefficient 
business processes, especially processes that require collaboration between MDAs. This 
will increase consistency, reduce redundancy, reduce time drastically and enhance 
smooth delivery of services both within and between MDAs. 

 

 9.3.3. KEY BUSINESS PROCESS INTEROPERABILITY POLICIES 

 

1. BPI must enable MDAs to achieve common goals or deliver similar services.  
Interoperability is an enabling strategy for the achievement of high-level goals, such as 
connected government. It is not an end in itself, but a means to achieve higher levels, 
strategic goals and outcomes. 

2. Benefits of BPI can only be achieved by a whole government commitment and 
alignment.  
The transition to interoperability of business processes should be driven by a common vision 
that is aligned with a whole of government approach to policy development, program 
management and service delivery. To be successful, MDAs must apply the consistent 
approach (with a common language, standards and agreed governance arrangements) to 
business process management and interoperability described in the Enterprise Architecture. 

3. Based on an approach that is practical, rigorous and flexible. 
BPI should be simple and easy to manage, produce consistent and predictable outputs and 
allow individual agencies to operate unique or specific processes. 

4. Improvements in government policy formulation. 
Service delivery should be based on a thorough understanding of user needs and 
expectations with the aim of developing and Driven by Users 

BPI should be driven by users‘ needs, with the aim of improving formulation of government 
policy and delivery of services to users. 
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maintaining trusted relationships and designing effective policy and policy instruments. It is 
critical that consumers experience consistent and effective service performance across 
government programs and services, equivalent to that received from private sector service 
providers. User needs should define the service and, in turn, the service should define 
technology support requirements. 

5. Recognising that people and culture are keys to successful change. 
The process of interoperability must embrace people and organisational culture as much as 
it relates to processes and systems if the whole of government objectives are to be achieved 
and successfully sustained. 

6. Commitment to agreed standards 
Commitment to agreed standards, guidelines, reference models and frameworks ensures 
consistency and provides participants with confidence and credibility in decision-making and 
actions. 

7. Should ensure trust, confidence and security for customers and partners 
BPI based on trusted relationships instils confidence in users and collaborating agencies 
and ensures respect for privacy, confidentiality, and intellectual property and security 
requirements. 

8. Relevant BPI techniques and tools  
Relevant BPI techniques and tools adopted should provide capabilities to create, deploy, 
and execute workflow management, enterprise application integration (EAI), and trading 
partner integration (TPI) 

 

9.3.4.  BUSINESS PROCESS INTEROPERABILITY STANDARDS 

Web Services are self-contained, modular business process applications that are based on the 
industry standard technologies of WSDL (to describe), UDDI (to advertise and syndicate), and SOAP 
(to communicate). They enable users to connect different components even across organisational 
boundaries in a platform- and language-independent manner. 

However, none of these standards allow defining the business semantics of Web services. Thus, 
today's Web services are isolated and opaque. Breaking isolation means connecting Web services 
and specifying how collections of Web services are jointly used to realize more complex functionality 
-- typically a business process.  

A business process specifies the potential execution order of operations from a collection of Web 
services, the data shared between these Web services, which partners are involved and how they 
are involved in the business process, joint exception handling for collections of Web services, and 
other issues involving how multiple services and organisations participate. This especially allows 
specifying long-running transactions between Web services, increasing consistency and reliability for 
Web services applications. Breaking the opaqueness of Web services means specifying constraints 
on how the operations of a collection of Web services and their joint behaviour can be used -- it turns 
out that this too is very similar to specifying business processes.  

Business Process Execution Language For Web Services (BPEL4WS or BPEL, for short; see 
Resources for a link) allows specifying business processes and how they relate to Web services. 
This includes specifying how a business process makes use of Web services to achieve its goal, as 
well as specifying Web services that are provided by a business process. Business processes 
specified in BPEL are fully executable and portable between BPEL-conformant environments. A 
BPEL business process interoperates with the Web services of its partners, whether or not these 
Web services are implemented based on BPEL. Finally, BPEL supports the specification of business 
protocols between partners and views on complex internal business processes. 

 

http://www.ibm.com/developerworks/library/ws-bpelwp/#resources
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INTEROPERABILITY 
AREA 

STANDARDS DESCRIPTION JUSTIFICATION 

 Execution Language WS-BPEL,BPELJ 
BPEL4People is the 
latest version 
Reference: 
http://www.oasis-
open.org 
 
 
 

 The WS-BPEL process 
defines how multiple 
service interactions with 
these partners are 
coordinated to achieve a 
business goal, as well as 
the state and the logic 
necessary for this 
coordination.  
Business Process 
Execution Language 
(BPEL), short for Web 
Services Business 
Process Execution 
Language (WS-BPEL) is a 
modelling language for 
specifying business 
process behaviour based 
on Web Services 
 
WS-BPEL also introduces 
systematic mechanisms 
for dealing with business 
exceptions and processing 
faults. 
 

Enabling users to describe 
business process activities 
as Web services and define 
how they can be connected 
to accomplish specific tasks 

 Business Process 
Execution 
Language for Web 
Services 1.1 
(BPEL4WS) 

Business Process 
Execution Language for 
Web Services 
1.1(BPEL4WS) provides a 
language for the formal 
specification of business 
processes and business 
interaction 
protocols using Web 
Services 

It extends the Web Services 
interaction model and 
enables it to support 
business transactions. 
Version 1.1 is the current 
version. It is supported by the 
industry.  

Business Reporting XBRL Meta Model 
v2.1.1 
Reference: 
http://www.xbrl.org/X
BRLandBusiness/ 

eXtensible Business 
Reporting Language - an 
XML language for 
business reporting. 
 
XBRL (eXtensible 
Business Reporting 
Language) is an open 
standard which supports 
information modelling and 
the expression of semantic 
meaning commonly 
required in business 
reporting. XBRL is XML 
based 

XBRL is a standards-based 
way to communicate 
business and financial 
information. Provides 
specification documents, not 
in separate files but in a 
single file.  
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Choreography WS-Choreography 
Model 

WS-Choreography Model 
Overview defines the 
format and structure of the 
(SOAP) messages that 
are exchanged, and the 
sequence and conditions 
in which the messages are 
exchanged. 

Choreography is used to 
guide the generation of Web 
services, and possibly to 
guide the generation of 
handling of units of work.  
The only Web Service with a 
global view of all the services 
working in a concert.  

 Web Service 
Choreography 
Interface 
(WSCI) 1.0  
 
WSFL8 

Web Service 
Choreography Interface 
(WSCI) describes how 
Web Service operations 
can be choreographed in 
the context of a message 
exchange in which the 
Web Service participates. 
WSCI also describes how 
the choreography of these 
operations should expose 
relevant information, such 
as message correlation, 
exception handling, 
transaction description 
and dynamic participation 
capabilities. 

 

WSCI describes the 
interdependencies among 
the Web Service‘s operations 
so that any client:- 

Can understand how to 
interact with such service in 
the context of the given 
process; and  

Can "anticipate" the expected 
behaviour of such service at 
any point in the process‘ 
lifecycle.  

Being able to describe the 
dynamic interface of a 
service in the context of a 
particular process enables 
the developer/architect to 
abstract from the 
implementation and to focus 
on the role the Web Service 
plays in such process. 

 

 Web Service 
Choreography 
Definition Language 

(CDL4WS) · 1.0 
www.w3.org/2004/12/
ws-chor/cdl 

Web Service 
Choreography 
Description Language 
(CDL4WS) is to specify a 
declarative, XML based 
language that defines 
from a global viewpoint 
the common and 
complementary 
observable behaviour, 
where message 
exchanges occur, and 
when the jointly agreed 
ordering rules are 
satisfied. 

WS-CDL can be used to 
specify truly interoperable, 
collaborations between any 
type of party regardless of 
the supporting platform or 
programming model used by 
the implementation of the 
hosting environment 

Human Resource 
Management  

HR-XML 
(Human Resources 
XML) HR-XML 
Consortium 
Reference:  
http://www.hr-

HR-XML is a library of 
XML schemas developed 
by the HR-XML 
Consortium, Inc. to 
support a variety of 
business processes 

Data interchange standards 
for Human Resources and 
spans a diverse number of 
business processes. The HR-
XML was developed to 
enable e-business between 
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xml.org/channels/ho
me.htm 

related to human resource 
management. It includes 
schemas to represent 
résumés, payroll 
information, and benefits 
enrolment and so on. 
 

arms-length HR service 
providers 
To be considered for Human 
Resources Exchange 
applications. 

Business Object 
Documents  

OAGIS 
(Open Applications 
Group Integration 
Specification) 
Open Applications 
Group, Inc.  
 
ebXML  
(Electronic Business 
using extensible 
Markup Language) 
OASIS 
 
Reference: 
http://www.openappli
cations.org/ 
http://www.oasis-
open.org 
 

OAGI uses XML as its 
implementation 
architecture and has 
developed the largest set 
of business messages and 
integration scenarios for 
enterprise application 
integration and business-
to-business (B2B) 
integration. 

OAGI enables business and 
business applications to 
communicate. 
 
A modular suite of 
specifications that enables 
enterprises of any size and in 
any geographical location to 
conduct business over the 
Internet 

Business Process 
Management 

 BPML(Business 
Process Modelling 
Language) V1.0 , 
ebXML (Electronic 
Business Extensible 
Business) 
Reference: 
http://www.ebxml.org/
geninfo.htm 

Business Process 
Management Language 
(BPML) provides a meta-
language for expressing 
business processes and 
supporting entities. 
Addressing 
complementary aspects 
of e-Business process 
management. And 
provides a standard way 
to describe the Public 
Interface of e-Business 
processes, 

BPML provides an abstracted 
execution model for 
collaborative and 
transactional business 
processes based on the 
concept of a transactional 
finite-state machine. 

Process Definition 
Language 

 XML Process 
Definition Language 
(XPDL) 
Reference: 
http://www.ebpml.org/
xpdl.htm 
 
 

The purpose of XPDL is to 
have an XML format for 
the storage of BPMN 
diagrams. If different 
vendors use XPDL as their 
file format, they can easily 
exchange process 
models. For example, 
Vendor A could be used 
for initial process 
modelling, Vendor B for 
process analysis, and 
Vendor C for process 
execution. XPDL is 
considered to be 

They can be employed as an 
integration platform for the 
exchange of process models 
that are specified in 
proprietary languages. 

http://www.openapplications.org/
http://www.openapplications.org/
http://www.oasis-open.org/
http://www.oasis-open.org/
http://en.wikipedia.org/wiki/XML
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complimentary to WS-
BPEL, rather than a 
competing standard. 
 

Modelling Notation BPMN(Business 
Process Modelling 
Notation) 
Reference: 
http://www.omg.org/s
pec/BPMN/ 
 

Business Process 
Modelling Notation 
(BPMN) to provide a 
standard notation for the 
process diagram. The 
Business Process 
Modelling Notation 
(BPMN) is a standardised 
graphical notation for 
drawing business 
processes in a workflow. 

 
The Modelling notation gives 
an analytical representation 
of all the business processes 
or transactions within the 
system and the level of 
interoperability between the 
various agencies using the 
system. The use of the UML 
could be the appropriate tool 
for the modelling of inter-
agencies business 
processes. 

Finance XBRL  
(eXtensible Business 
Reporting Language) 
 
RIXML  
(Research 
Information Exchange 
Markup Language)  
IFX 
(Interactive Financial 
exchange)  
OFX 
(Open Financial 
Exchange) 
 
CheckFee, Intuit and 
Microsoft 
 
Reference: 
American Institute of 
Certified Public 
Accountants.  
http://www.xbrl.org 
http:www.rixml.org 
http://www.ifxforum.or
g/ifxforum.org/index.c
fm 
http://www.ofx.net/ofx
/default.asp 
http://www.ifxforum.or
g/standards/ 
  

 Used for financial 
reporting. 
The IFX is well designed 
XML- based financial 
messaging protocol. 
  
RIXML is used financial 
content format, essentially 
financial analysis and 
reports. 
 
 
 

(OFX)Open Financial 
Exchange is the solution to 
the financial services 
industry‘s need for a 
simplified way to exchange 
electronic financial data with 
consumers and small 
businesses 
 
RIXML is expedite in 
searching and accessing 
content  
Reduce information overload 
and increase efficiency of 
personal usage and delivery  
 
IFX uses real business use 
cases to develop content that 
is useful to the financial 
service industry 
 
 
A financial transport and 
exchange format. For 
example between bank and 
enterprise  

http://www.xbrl.org/
http://www.rixml.org/
http://www.ifxforum.org/ifxforum.org/index.cfm
http://www.ifxforum.org/ifxforum.org/index.cfm
http://www.ifxforum.org/ifxforum.org/index.cfm
http://www.ofx.net/ofx/default.asp
http://www.ofx.net/ofx/default.asp


 

Ghana e-Government Interoperability Framework  

e-Commerce, Logistics 
and Purchasing 

ebXML  
(Electronic Business 
using extensible 
Markup Language) 
OASIS 
 
UBLV2.0 
(Universal Business 
Language)  
OASIS  
Reference: 
http://www.oasis-
open.org 
http://www.ebxml.org 
http://www.oasis-
open.org/committees/
ubl 
   

A modular suite of 
specifications that enables 
enterprises of any size 
and in any geographical 
location to conduct 
business over the Internet 

Businesses in any 
geographical area can 
conduct business over the 
internet. 

 XML standard of  business 
documents such as purchase 
orders and invoices 

WorkFlow OASIS Business 
Transaction Protocol  
Business Process 
Management 
Language( 
BPML)version0.4  
Reference: 
OASIS 
Wf-XML  
(Workflow XML)  
 
Reference: 
Workflow 
Management 
Coalition  
http://www.wfmc.org/ 
http://www.oasis-
open.org/committees/
tc_home.php?wg_ab
brev=business-
transaction 
http://www.bpmi.org 
 
 

This protocol allows 
coordination of application 
work between multiple 
participants owned or 
controlled by autonomous 
organisations 
 
 This schema defines a 
language used to 
exchange information 
among Workflow 
Management Systems 

BPMI intends to continue to 
develop and promote open 
standards specific to 
particular e-business needs. 
 
XML is a formal 
recommendation by the 
World Wide Web Consortium 
and are supported by the 
major browsers. 
 

 

  

http://www.oasis-open.org/
http://www.oasis-open.org/
http://www.ebxml.org/
http://www.oasis-open.org/committees/ubl
http://www.oasis-open.org/committees/ubl
http://www.oasis-open.org/committees/ubl
http://www.wfmc.org/
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=business-transaction
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=business-transaction
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=business-transaction
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=business-transaction
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=business-transaction
http://www.bpmi.org/
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9.4. DATA INTEROPERABILITY 

9.4.1. INTRODUCTION 

Data/information is a very crucial element in any system and hence the need to outline 
policies and standards to ensure best practises are used in handling data within MDAs to 
enable interoperability. 

 

9.4.2. KEY DATA POLICIES 

1. MDAs shall utilise Data/Information Policies, methodologies, standards and best 
practices to develop, acquire, and/or implement application systems that collect, modify, 
and store data and report information. 

2. The Government of Ghana owns all data collected by or for any MDA under any statutory 
provision or by a contract. Also, any business document created or collected by any MDA 
belongs to the government.   

3. A Government of Ghana, Data Superintendent position should be created under GicTED 
/ NITA who will be responsible for keeping the integrity and security of government data.  

4. MDAs will define requirements and develop agreements before sharing data between 
primary authoritative data sources, whether those sources are internal or external to the 
MDA. Ongoing interchange arrangements require a single agreement but regular reviews 
of its operation must be included. One time interchanges still require an agreement to 
ensure the process is documented. 

5. XML (Extensible Markup Language) must be the universal and primary standard for the 
exchange of data between all the information systems in the MDAs, and relevant for 
administrative purposes. 

6. Data/Information Architecture outcomes are expressed in the form of data models, 
information flows, and analysis of inputs/outputs and decision-making criteria for the 
activities of State government. 

7. Data modeling produces an accurate model, or graphical representation, of the budget 
unit's information needs and business processes. The data model is a framework for 
business re-engineering and the development of new or enhanced applications to fulfill 
business requirements and processes. Data modeling describes the types of interactions 
and information exchanges that occur within and between MDA and their various 
customers, constituencies and business partners. 

8. MDAs will create and implement policies and standards to identify and capture all 
business documents created or received in their processes. Identification and 
subsequent management of all business documents reduces the risk of poorly informed 
or inconsistent decision-making, increases business reliability, reduces duplication of 
effort, and prevents ad-hoc management by individuals. 

9. MDAs will identify data elements for which they hold custodial responsibility by defining 
and maintaining their metadata in a data catalogue in line with the metadata standards in 
the e-GIF. 

10. MDAs will establish and maintain access rules for the categories of data and business 
documents under his/her control. Access rules must be based on the principle of public 
and equitable access to information unless explicit reasons preclude this. The size of the 
electronic data catalogue will depend on the relevant MDA. 

11. Electronic interfaces between systems must use mechanisms based on open industry 
standards as specified in the government information technology policies and standards. 



 

Ghana e-Government Interoperability Framework  

Interfaces based on closed proprietary standards are likely to be more expensive to run 
and are prone to becoming obsolete. 

12. A directory of common schemas shall be kept by GICTeD. When individual MDAs are 
developing schemas for any project, they are required to adopt the Common Schemas 
that are considered mature whenever possible. 

13. While the business analysts are performing business information modelling, they should 
search the Central Registry for suitable Common Schemas. The suitability of a Common 
Schema is determined by whether the data element specification of that Common 
Schema (specifically the definition, representation, and business contexts) meets the 
requirements of a particular data element identified in a business document.Since Project 
Schemas may affect a system‘s future integration with the systems of other MDAs and 
external parties, project teams are recommended to share Project Schemas with other 
MDAs and external parties where relevant. 

 

 

 

9.4.3. DATA STANDARDS 
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TECHNOLOGY STANDARD DESCRIPTION JUSTIFICATION 
Data Integration/ 
Exchange 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

XML  v 1.0 
(Second Edition) 
and related  
W3C 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

XML is a markup language for 
documents containing structured 
information. It is a W3C 
Recommendation for marking up 
data that cannot be marked up 
using the HTML. It is a simple 
dialect of the Standard  
 
Generalised Markup Language 
(SGML) defined in ISO Standard 
8879. The goal of XML is to 
enable SGML coded data to be 
served, received, and processed 
on the Web in the way that is as 
easy as that currently made 
possible by the use of the fixed 
SGML tag set provided by 
HTML. XML has been 
designed for ease of 
implementation and for 
interoperability with 
both SGML and HTML. XML is 
based on the ISO 10646 
Universal Multiple-Octet Coded 
Character Set (UCS) so that it 
can be used in all major trading 
nations. 
 
Reference: 
XML v1.0 (Second Edition) is a 
W3C Recommendation. The 
specification is published at 
http://www.w3.org/TR/REC-xml. 

XML is a global, matured and 
widely adopted standard on data 
integration. 
 
XML is extensively supported by 
a broad range of application 
development, software 
infrastructure, business 
application and industry-specific 
schema initiatives. 
 
 
 
 
 
 
 
 
 
 
 
 
 

XML schema 
              definition 
 

XML Schema  
v1.0 
 

XML Schema defines the 
structure, content and semantics 
of XML documents. It is 
appropriate for data-oriented 
message exchange and 
processing. 
 

XML Schema is extensively 
supported by application 
development tools, 
application server, enterprise 
application integration, content 
management and business 
application products 

Data 
transformation 
 

XSL v1.0  
(Extensible 
Stylesheet 
Language) as 
defined by W3C 
XSL 
Transformation 
(XSLT) as 
defined by W3C 

XSL is a language for 
expressing stylesheets. It 
consists of two parts: 
a language for transforming 
XML documents, and an XML 
vocabulary for specifying 
formatting semantics. 
An XSL stylesheet specifies the 
presentation of a class of XML 

XSL v1.0 (comprising XSLT and 
XPath) is widely supported by 
enterprise application 
integration, application server, 
application development and 
content management products. 

http://www.w3.org/TR/REC-xml
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documents by describing how 
an instance of the class is 
transformed into an XML 
document that uses the 
formatting 
vocabulary. 
 
References: 
XSL (Extensible Stylesheet 
Language) as defined by W3C 
http://www.w3.org/TR/xsl  
XSL Transformation (XSLT) as 
defined by W3C 
http://www.w3.org/TR/xslt 
 

MetaData 
Standards 

WS-policy 1.5 
http://www.w3.or
g/TR/ws-policy/ 

Web Services Policy Framework 
defines a base set of constructs 
that can be used and extended 
by other Web services 
specifications to describe a 
broad range of service 
requirements and capabilities. 

 

The WS-Policy and WS-
PolicyAttachment specifications 
extend the foundation of Web 
Services used for interoperability 
and offer mechanisms to 
represent the capabilities and 
requirements of Web services 
as Policies. 

 WS-Discovery This specification defines a 
multicast discovery protocol to 
locate services. By default, 
probes are sent to a multicast 
group, and target services that 
match return a response directly 
to the requester. 

Its applicability is especially 
important on sensors and 
devices networks where nodes 
change location constantly.  
Typically, WS-Discovery is used 
in combination with UDP in 
order to broadcast discovery 
messages to different nodes. 

 WS-Policy 
Assertions 

1.1 

WS-Policy Assertions provides 
an initial set of assertions to 
address some common needs of 
Web Services applications 

WS-Policy Assertions is a 
building block that is used in 
conjunction with other Web 
service and application-specific 
protocols to accommodate a 
wide variety of policy exchange 
models. 

 WS-
MetadataExcha
nge 

1.1 

WS-MetadataExchange enables 
a service to provide metadata to 
others through a Web services 
interface. Given only a reference 
to a Web service, a user can 
access a set of WSDL /SOAP 
operations to retrieve the 
metadata that describes the 
service. 

Necessary for the exchange of 
metadata catalogues between 
entities.  

Data description 
language 

RDF (Resource 
Description 
Framework) as 
defined by RDF 
can be used 
with OWL for 

RDF data model defines a 
simple model for describing 
interrelationships among 
resources in terms of named 
properties and values. RDF 
properties may be thought of as 

RDF is a W3C framework for 
supporting resource 
description or metadata (data 
about data), for the Web. RDF 
provides common structures that 
can be used for 

http://www.w3.org/TR/xslt


 

Ghana e-Government Interoperability Framework  

adding 
semantics. 

attributes of resources and in 
this sense correspond to 
traditional attributevalue pairs. 
RDF properties also represent 
relationships between 
resources. As such, the RDF 
data model can therefore 
resemble an entity-relationship 
diagram. The RDF data model, 
however, provides no 
mechanism for declaring these 
properties, nor does it provide 
any mechanism for defining the 
relationships between these 
properties and other resources. 
The complete specification of 
the RDF consists of 5 
components 
including RDF Model Theory, 
RDF/XML Syntax, RDF 
Schema, RDF Test Cases and 
RDF Primer. 
 
 
References: 
http://www.w3.org/TR/REC-rdf-
syntax 
 
 
 
 

interoperable XML data 
exchange. 
RDF is a matured W3C 
Standard – RDF Model and 
Syntax 

 Universal 
Description, 
Discovery and 
Integration 
(UDDI) 
3.0.2 

Universal Description, Discovery 
and Integration (UDDI) 
defines a set of services 
supporting the description and 
discovery of businesses, 
organisations, and other Web 
services providers, the Web 
services they make available, 
and the technical interfaces 
which may be used to access 
those services. 

UDDI is a core web service 
specification. And its seen as a 
central pillar for web services 
infrastructure. 

 Web Service 
Description 
Language 2.0 
SOAP Binding 
2.0 

Web Service Description 
Language SOAP Binding 
describes the concrete details 
for using WSDL 2.0 in 
conjunction with SOAP 1.1 
protocol. 

The SOAP protocol actual 
invokes the services of the 
WSDL. In a situation where two 
or more agencies know more 
about their business 
transactions, they can use the 
SOAP interfaces to enhance the 
exchange of data between 
them. The SOAP uses the web 
protocols that create a platform 
for a program on one computer 
to interact with a program on 
another computer by specifying 
how to encode the a HTTP and 
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XML header. 

Data modelling 
language 

UML (Unified 
Modelling 
Language) v 1.5 

UML is an industry standard 
language for visualising, 
specifying, 
constructing and documenting 
data and systems which has 
been 
accepted by the Object 
Management Group (OMG). 
UML offers a standard way to 
write a system's blueprints, 
including conceptual things such 
as business processes and 
system functions as well as 
concrete things such as 
programming 
language statements, database 
schemas, and reusable software 
components. 
 
References: 
UML is defined by OMG at 
http://www.omg.org/technology/
documents/formal/uml.htm 

UML is supported by a broad 
range of application 
development, enterprise 
application integration, CASE, 
application server and software 
testing products for 
visualising, specifying, 
constructing and documenting 
data 
and systems. 

1. BWF Broadcast wave 
format (BWF)  
RF64 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

It is a file and metadata format 
based on Microsoft‘s WAVE 
format for transferring files 
between digital audio 
workstations 
 
Reference: 
http://www.ebu.ch 
 
 

Since the only difference 
between a BWF and a "normal" 
WAV is the extended 
information in the file header 
(Bext-Chunk, Coding-History, 
etc...), a BWF does not require a 
special player for playback. 

GIF 
 
 
 
 
 

gif v89a The   'Graphics  Interchange  
Format'  (gif)  allows high-
quality, high-resolution graphics 
to be displayed on a  variety of 
graphics  hardware  and is 
intended as an exchange and 
display mechanism for graphics 
images. 
 
References: 
www.gif.com 
http://en.wikipedia.org/wiki/Grap

GIFs support sharp-edged line 
art (such as logos) with a limited 
number of colours. This takes 
advantage of the format's 
lossless compression, which 
favours flat areas of uniform 
colour with well defined edges 
(in contrast to JPEG, which 
favours smooth gradients and 
softer images).  
GIFs can also be used to store 
low-colours sprite data for 
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hics_Interchange_Format games.  
 GIFs can be used for small 
animations and low-resolution 
film clips. 

JPEG Jpeg  version 
1.5.8 
 
 

Joint Photographic Experts 
Group is a common graphic 
image file format and image 
compression algorithm. 
JPEG provides a  means of 
reordering information so that, 
after only a small part has been 
downloaded, a hazy view of the 
entire image is presented rather 
than a crisp view of just a small 
part 
 
References: 
http://www.jpeg.org/jpeg/ 
 

JPEG standard is widely 
supported by browsers and the 
majority of image processing, 
graphics design, photo 
processing and scanner 
accessory software. 

MPEG-7 MPEG-7 
Version 1.0 

―Multimedia Content Description 
Interface‖ - Standard for 
description and search of audio 
and visual content. 
 
References: 
http://www.chiariglione.org/mpeg
/standards/mpeg-7/mpeg-7.htm 
 

MPEG7  plays a complementary 
functionality role to the previous 
MPEG standards, representing 
information about the content, 
not the content itself 
It also provides a fast and 
efficient searching, filtering and 
content identification method. 
 

MXF Mxf 
lib version 0.6.0. 

Material eXchange Format – an 
open file format for the 
interchange of audio-visual 
material with associated data 
and metadata. 
MXF is a "container" or 
"wrapper" format which supports 
a number of different streams of 
coded essence, encoded with 
any of a variety of codecs, 
together with a metadata 
wrapper which describes the 
material contained within the 
MXF file 
 
References: 
http://en.wikipedia.org/wiki/MXF 

MXF systems produce split-file 
A/V (that is, the video and audio 
stored in separate files), and use 
a file naming convention which 
relies on randomly generated 
filenames to link them. Not only 
does this exacerbate the issue 
of knowing exactly what is in an 
MXF file without specialised 
tools, but it breaks the 
functionality of standard desktop 
computer techniques which are 
generally used to manipulate 
data on a level as fundamental 
as moving, copying, renaming, 
and deleting 

PDF(Adobe 
Specification) 

PDF 9.0 Unlike other electronic file 
formats such as HTML or XML, 
the 
PDF captures all of the elements 
of a printed document as an 
electronic image and preserves 
the exact layout, font attributes, 
and formatting of the document 
from which it was created, 
ensuring that the electronic 

PDF is a dominant format for 
document publishing which is 
extensively used on the Internet. 
It is supported by freely 
available Acrobat Reader and 
browser plug-ins. 
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version of a document appears 
just like the original. Users can 
view, navigate, print and forward 
to other users. 

PNG  (Portable 
Network 
Graphics)  PNG 
Specification 
version 1.0 
 
 

Portable Network Graphics – a 
format for storing bit-mapped 
images 
 
 
References: 
http://www.w3.org/Graphics/PN
G/ 
 

It can be stored in interlaced 
order to allow progressive 
display. The purpose of this 
feature is to 
allow images to ―fade in‖ when 
they are being displayed on-the-
fly. Interlacing slightly expands 
the file size on average, but it 
gives the user a meaningful 
display much more rapidly 
 

 
RTF encoded 
document 

RTF 1.6 
RTF 1.8 
RTF 
1.9.1(newest 
version) 

Rich Text Format is a method of 
encoding text formatting and 
documenting structure using the 
ASCII character set 
 
References: 
http://en.wikipedia.org/wiki/Rich_
Text_Format 
 

Since there is no guarantee that 
the ―look and feel‖ of a 
document can be preserved 
100% when the document is 
created, RTF ensures that the 
document is totally preserved 

2. SVG SVG Version 
1.1 

It  is an XML specification and 
file format for describing two-
dimensional vector graphics, 
both static and dynamic 
(interactive or animated 
 
References: 
http://en.wikipedia.org/wiki/Rich_
Text_Format 
 

The only available open 
standard that describes a two-
dimensional vector graphics. 

TIFF TIFF  Version 
6.0 

Tagged Image File Format  A 
widely-supported tag-based 
bitmap image format 
 
 
References: 
http://en.wikipedia.org/wiki/TIFF
_(disambiguation) 

Today, TIFF is a standard file 
format found in most paint, 
imaging, and desktop publishing 
programs and is a format native 
to the Microsoft Windows GUI. 
TIFF's extensible nature, 
allowing storage of multiple 
bitmap images of any pixel 
depth, makes it ideal for most 
image storage needs. 

XHTML  XHTML version 
2.0 

Extensible Hypertext Markup 
Language - A reformulation of 
HTML 4.0 in XML 1.0 
 
References: 
http://en.wikipedia.org/wiki/XHT
ML 

XML is a markup language 
where everything has to be 
marked up correctly, which 
results in "well-formed" 
documents. 

XML was designed to describe 
data and HTML was designed to 
display data.  

Today's market consists of 
different browser technologies, 
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some browsers run Internet on 
computers, and some browsers 
run Internet on mobile phones or 
other small devices. The last-
mentioned do not have the 
resources or power to interpret a 
"bad" markup language. 

Therefore - by combining HTML 
and XML, and their strengths, 
we got a markup language that 
is useful now and in the future - 
XHTML. 

 

Extensible 
Markup Language 

 

Version 1.0 
(Third Edition) 

XML 
is a general-purpose 
specification for creating custom 
markup languages  
It is classified as an extensible 
language because it allows its 
users to define their own 
elements eXtensible Markup 
Language - a meta language (a 
way to define tag sets) that 
supports design of customized 
markup languages. It is also 
used in representing the 
signature of web resources and 
procedures for computing and 
verifying such signatures. 
 
References: 
http://www.w3.org/Sign
ature/ 

 
 
 

Currently the best standard for 
data processing. Compatible 
with Service Oriented 
Architecture (SoA).  

Primary Character 
set 

Unicode UTF – 
16 Bit encoded 
 
 

The Unicode Standard 
[UNICODE] and ISO/IEC 10646 
[ISO- 
10646] jointly define a coded 
character set (CCS), hereafter 
referred to as Unicode, which 
encompasses most of the 
world‘s 
writing systems. 
UTF-16, the object of this 
specification, is one of the 
standard ways of encoding 
Unicode character data; it has 
the 
characteristics of encoding all 
currently defined characters (in 
plane 0, the BMP) in exactly two 
octets and of being able to 

UTF-16 is a global, matured and 
widely adopted standard for 
character set. 
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encode all other characters 
likely to be defined (the next 16 
planes) in exactly four octets 

Data 
Transformation 

XSLT 2.0 

 the XML 
transformation 
language 

TXL - 
prototyping 
language-based 
descriptions 
using source 
transformation 

 
 
 

A data transformation converts 
data from a source data format 
into destination data. 
 
Reference: 
http://en.wikipedia.org/wiki/Data
_transformation 
 

XSLT overlaps with XQuery 1.0 
however,  XSLT is stronger in its 
handling of narrative documents 
with more flexible structure, 
while XQuery is stronger in its 
data handling, for example when 
performing relational joins. 
 
XSLT therefore seems to be the 
only option for data rendering. 

File Compression 
 
 

Zip  
Rar 
 

File compression is the practice 
of packaging a file or files to use 
less disk space. The File 
Compression category includes 
software programs that will 
archive your files and extract 
archived files. 
 
 

Winzip and winrar has become a 
common file compression tools. 
It should be adopted for all file 
compression. 

Formatted 
document file 
type for 
collaborative 
editing 
 
 
 

.rtf v1.8  
HTML and 
XHTML as 
implemented by 
commonly 
adopted 
versions of 
browsers .doc 
(Word 2007 file 
format which is 
used by Word 
2007 and later 
versions). 
 

Rich Text Format is a method of 
encoding text formatting and 
documenting structure using the 
ASCII character set 
 
References: 
http://en.wikipedia.org/wiki/Rich_
Text_Format 
 
HTML is implemented by 
commonly adopted versions of 
browsers. 

Since there is no guarantee that 
the ―look and feel‖ of a 
document can be preserved 
100% when the document is 
created, RTF ensures that the 
document is totally preserved. 
 
HTML is implemented by 
commonly adopted versions of 
browsers. 

Presentation file 
type 
for collaborative  
editing 

ppt (PowerPoint  
file format which 
is used by 
PowerPoint  and 
later versions) 
 .sxi 
OpenDocument 
2.0 
 

.ppt and .sxi presentation file 
types are the proprietary 
Microsoft PowerPoint 
presentation format and Open 
Office. These formats are  to be 
used in inter-departmental 
information interchange between 
users of 
Microsoft PowerPoint and Open 
Document 

Microsoft PowerPoint is one of 
the major presentation 
applications both in public and 
private sector. 
It is supported by open source 
alternatives 
.sxi also supports open source 
applications such as Open 
Document. 

Spreadsheet file 
type for 
collaborative                

.xls (Microsoft 
Excel  file 
format) 

.xls spreadsheet file type is the 
proprietary Microsoft Excel 
spreadsheet format. This format 

xls and sxc  are widely adopted 
file format for spreadsheet. 
They are extensively supported 
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editing .sxc  
 
OpenDocument  
2.0 

is to be used in 
interdepartmental 
information interchange between 
users of Microsoft Excel. 
.sxc is a spreadsheet format on 
an Open Office platform 

by dominant spreadsheet 
applications such as Microsoft 
Excel, Lotus 123, and 
OpenOffice Calc 

E-mail format Plain text emails 
HTML emails 
 

These are the standard formats 
for store and forward method of 
writing, sending, receiving and 
saving messages over electronic 
communication systems. 
 
References: 
http://en.wikipedia.org/wiki/Email 
 

There are different format for 
representing an e-mail. 
Therefore is becomes a pre-
requisite for policies to be made 
to ensure that the e-mails that 
are sent or received does not 
pose any security risk.  

Compressed files .ZIP .RAR  
.TAR.GZ and 
.TGZ. 
 
 

It is the conversation of source 
files in a single destination 
output file. 
 
 

Winzip and Winrar has become 
a common file compression 
tools. It should be adopted for all 
file compression. 
 
Files made as one file and 
generally much smaller than the 
original size of all the files. This 
allows the file to be downloaded 
faster or more data to be stored 
on a removable media. 

RDF  RDF data model defines a 
simple model for describing 
interrelationships among 
resources in terms of named 
properties and values. RDF 
properties may be thought of as 
attributes of resources and in 
this sense correspond to 
traditional attribute value pairs. 
RDF properties also represent 
relationships between 
resources. As such, the RDF 
data model can therefore 
resemble an entity-relationship 
diagram. The RDF data model, 
however, provides no 
mechanism for declaring these 
properties, nor does it provide 
any mechanism for defining the 
relationships between these 
properties and other resources. 
The complete specification of 
the RDF consists of 5 
components 
including RDF Model Theory, 
RDF/XML Syntax, RDF 
Schema, RDF Test Cases and 
RDF Primer. 

Reference:  

RDF is a W3C framework for 
supporting resource 
description or metadata (data 
about data), for the Web. RDF 
provides common structures that 
can be used for 
interoperable XML data 
exchange. 
RDF is a matured W3C 
Standard – RDF Model and 
Syntax 
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www.w3.org/r

df 
 

UTF-16  ISO/IEC 10646-1 defines a 
multi-octet character set called 
the 
Universal Character Set (UCS) 
which encompasses most of the 
world‘s writing systems. Multi-
octet characters, however, are 
not compatible with many 
current applications and 
protocols, and this has led to the 
development of a few so-called 
UCS 
transformation formats (UTF), 
each with different 
characteristics. UTF-8 has the 
characteristic of preserving the 
full US-ASCII range, providing 
compatibility with file systems, 
parsers and other software that 
rely on US-ASCII values but are 
transparent to other values. 
 
Reference: 
 
UTF-8 is a proposed IETF 
standard defined in RFC 2279 
―UTF- 
8, a transformation format of 
ISO 10646‖. 

UTF-16 is a matured standard – 
an IETF standard since 
January 2004. It is widely 
supported by all dominant 
operating systems. 
 
UTF-16 preserves the full US-
ASCII range, providing 
compatibility with file systems, 
parsers and software that 
rely on ASCII values 
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9.5. NETWORK INTEROPERABILITY 

 

9.5.1. INTRODUCTION 

Network Interoperability is the continuous ability to send and receive data between interconnected 
MDA networks, providing the level of quality expected by the end user customer without any 
negative impact to the sending and or receiving networks.  

Specifically: Network Interoperability is the functional inter working of a service across or between 
multi-vendor, multi-carrier inter-connections (i.e., node-to-node, or network-to-network) working 
under normal and stress conditions, and per the applicable standards, requirements and 
specifications. 

 

9.5.2. BUSINESS CASE FOR NETWORK INTEROPERABILITY  

Network interoperability largely depends on technology solutions that enable information movement 
between systems successfully. It cuts across both systems interoperability and infrastructure 
interoperability. Systems interoperability comprises of integrating systems such as Web services and 
infrastructural interoperability involves integrating the right network protocols. Network 
Interoperability has become very important because of the need for systems across government 
(cross-agency) to cooperate or communicate in the delivery of services to customers. Some of the 
key Network Interoperability objectives include: 
 
 

1 Joined-up MDAs 

Most of the agencies and departments in government collaborate in the delivery of services to 
the citizenry and most of these collaborations may be within an MDA or between MDAs. 
Without standardization, systems and infrastructures may be put in place without meeting 
open standards. This situation may lead to the inability of MDAs to collaborate to deliver the 
services required. 
There is therefore the need to set standard policies that will enable systems put in place by 
the MDAs are in alignment with accepted standards for effective interoperability.  

2 Proprietary Risk 

The lack of Network Interoperability may lead to MDAs setting up systems without checking 
whether or not these systems meet proprietary standards. That is if the system does not 
interoperate with other vendor systems.  

Example is the use of broadly adopted and licensed industry formats such as Adobe PDF or 
Microsoft Office XML file formats for data transfers. This ensures interoperability between for 
example, Novell and Microsoft systems using proprietary standards. 

3 Interfacing 

Interfacing is the ability of different application to be able to communicate between each other. 
This capability is made available through Network Interoperability standardization where 
systems and applications at the various MDAs meet industry standards. Network 
Interoperability helps us to use existing technologies and products that enable information to 
flow between different systems and applications in a consistent fashion. 

4 Special Purpose Systems 

There are systems that support a particular specialist purposes (such as a Human Resources 
system, a Pensions Calculation system, a Tax Calculation system and so on) but within these 
systems are platform or application technology. Network Interoperability ensures that these 
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internal platform or application technologies produce interfaces that will make the movement 
of information in and out of such systems as well as communicating with other systems 
interoperable. 

5 Process Management 

Network Interoperability helps in the efficient management of network processes across 
different systems by handling data and integrity of data across issues. New technologies such 
as the business process execution language (BPEL) provide a means of handling the 
important business process aspects of end-to-end interoperability. 

 

9.5.3. KEY NETWORK INTEROPERABILITY POLICIES  

1. Networks shall be operational, reliable, and available (24x7x365) for essential business 
processes and mission-critical business operations. 

2. Networks shall be designed for growth and adaptability. 

3. Networks shall use industry-proven, mainstream technologies based on open- and/or 
pervasive-industry standards and open architecture. 

4. Networks shall be designed with confidentiality and security of data as a high priority. 

5. Network access should be a function of authentication and authorization, not location. 

6. Networks should be designed to support converged services while accommodating traditional 
data, voice, and video services and to be ―application aware‖ in the delivery of business-
critical application systems. 

7. Networks must be designed to be able to adapt to growth and technology change when they 
support multiple traffic types (e.g. data, video, voice).  

8. Components of the Network standards should be reviewed and refreshed on a regular and 
scheduled basis to address major shifts in technology, as well as the emergence and adoption 
of new technology-related industry or open standards.  

9. Network Standards must be appropriate open- and pervasive-industry-standards for topology, 
transport media, and protocols, while still enabling old and new systems to work together.  

10. Government network infrastructure should be designed with Next Generation Networking 
(NGN) in mind. NGN implies a consolidation of several (dedicated or overlay) transport 
networks each historically built for a different service into one core transport network (often 
based on IP and Ethernet).  

11. All new Network switches and other devices should support NGN technologies. 

12. The e-GIF policy for the interface between intermediaries and government systems is to 
conform to the Web service interface standards being developed by the WS-I initiative and the 
Organisation for the Advancement of Structured Information Standards (OASIS). 

13. The e-GIF policy is for a gradual migration to IPv6, maintaining coexistence with IPv4.  Our 
advice for new procurements is to support coexistence of IPv4 and IPv6 networks and to 
procure dual IPv4 and IPv6-enabled products when it is cost effective to do so. A migration 
plan for IPv4 to IPv6 platform should be established.   

14. The use of Web 2.0 Technologies to facilitate collaboration within government and between 
government and citizen, should be explored where to harness the benefits of Web 2.0 for 
social inclusivity. 

15. All MDAs should use DNS for Internet/intranet domain names and for IP address resolution. 

16. FTP should be used where file transfer is necessary within government intranets. 
17. Restart and recovery facilities of FTP are to be used when transferring very large files 
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18. Web-based technology is to be used in applications that previously used Terminal Emulation 

whenever possible.  
 

19. Wireless LAN solutions based around the IEEE 802.11 series of standards are well supported 
in the market place and are therefore to be adopted. 

20. IP-SEC can be used to secure wireless LANs deployed for restricted government information 

21. Network Interfaces: Internal networks using ―private,‖ unregistered Internet Protocol (IP) 
addresses for network workstations and appliances shall use reserved addresses as defined 
by the Internet Assigned Numbers Authority (IANA).  

22. Internal networks using ―public,‖ registered IP addresses for network workstations and 
appliances are acceptable for current use. External networks communicating outside the 
budget unit shall use ―public,‖ registered IP addresses for all external ports on internetworking 
devices. 

23. Cabling installations for new buildings, major cable plant additions or modifications, building 
renovations or remodeling, shall meet all minimum requirements and mandatory criteria 
addressed in Telecommunications Industry Association/Electronic Industries Association 
(TIA/EIA) 

24.  Structured Cabling System installations for new and/or renovated buildings without cabling 
shall be Category 6 Unshielded Twisted Pair (UTP) as specified by TIA/EIA 568-B.2.1 
Commercial Building Telecommunications Cabling Standards. 

Structured Cabling System installations for new buildings, major cable plant additions or 
modifications, building renovations or remodeling shall be either multi-mode or single-mode, 
depending on business unit requirements, as specified by TIA/EIA 568-B.3 and ISO/IEC 
11801:2002 Commercial Building Telecommunications Cabling Standards. 

 

9.5.4 NETWORK INTEROPERABILITY STANDARDS 

 

INTEROPERABILI
TY AREAS 

STANDARDS DESCRIPTION  JUSTIFICATION 

Wireless LAN IEEE 802.11k or 
802.r 
http://standards.iee
e.org/getieee802/8
02.11.html 
 

The 802.11g specification is a 
standard for wireless local area 
networks (WLANs) that offers 
transmission over relatively 
short distances at up to 54 
megabits per second (Mbps) 

Wireless LAN Device with 
WiFi Certificate is 
recommended in order to 
establish interoperability 
between different 
manufactures and devices.  
And all new Access Points 
and new Client devices are 
highly recommended to 
support IEEE 802.11g 
 

http://searchmobilecomputing.techtarget.com/sDefinition/0,,sid40_gci213379,00.html
http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci212534,00.html
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Mobile Device 
Internet Access 

WAP v2.0 – for 
use with WAP 
devices 
 . 
 
 
 
 
 
 
 
 
 
 
 
 
www.openmobileal
liance.org 
 
WML v2.0 – 
Wireless Markup 
Language version 
2.0. 

Wireless Application Protocol is 
a secure specification that 
allows users to access 
information instantly via 
handheld wireless devices such 
as mobile phones, pagers, two-
way radios, smart phones and 
communicators. 
 

 
 
 
 
 
 
 
 
 
 
WML allows the text portions of 
Web pages to be presented on 
mobile telephones and PDAs 
via wireless access. WML is 
under the Wireless Application 
Protocol (WAP) 
 

The WAP protocol is 
based on Internet 
technology like IP and XML 
and is published 
by the WAP Forum. Today, 
all major mobile equipment 
manufactures support the 
WAP protocol. 
WAP defines a 
communications protocol 
as well as an application 
environment. In essence, it 
is a standardised 
technology for cross-
platform, distributed 
computing.  
 

Wireless LAN Security 802.11i 
 
WPA 2.0 
 
 

Wi-Fi Protected Access (WPA 
and WPA2) is a certification 
program created by the Wi-Fi 
Alliance to indicate compliance 
with the security protocol 
created by the Wi-Fi Alliance to 
secure wireless computer 
networks. This protocol was 
created in response to several 
serious weaknesses 
researchers had found in the 
previous system, Wired 
Equivalent Privacy (WEP). 

WPA2 replaced WPA; like 
WPA, WPA2 requires 
testing and certification by 
the Wi-Fi Alliance. WPA2 
implements the mandatory 
elements of 802.11i. In 
particular, it introduces a 
new AES-based algorithm, 
CCMP, which is considered 
fully secure. 
 
WPA 2.0 is recommended. 

LAN/WAN 
Internetworking 

IPv4 –  
http://www.ietf.org/
rfc/rfcs791.txt,762,t
xt,919.txt,922.txt,1
112.txt 
 
 
 
 
 
 
IPv6 – Internet 
protocol version 6. 
http://www.ietf.org/r

fc/rfc 

 

 
The Internet Protocol (IP) is 
part of the Transmission 
Control Protocol/Internet 
Protocol suite which is the 
basic communication protocol 
used on the Internet. 
 
IPv6 - Internet Protocol version 
6  is the second version of the 
Internet Protocol to be used 
generally across the virtual 
world. 

Internet Protocol version 4. 
The protocol by which data 
is sent between 
interconnected packets 
switched computer 
communication networks. 
 
IPv4 is adopted. 
 
Internet protocol version 6 
is a new version of IP which 
is designed to be an 
evolutionary step from 
IPv4.  It provides longer 
address capabilities 
therefore creating many 

http://www.ietf.org/rfc/rfc
http://www.ietf.org/rfc/rfc
http://www.wisegeek.com/how-big-is-the-internet.htm
http://www.wisegeek.com/what-is-tcpip.htm
http://www.wisegeek.com/what-is-a-virtual-world.htm
http://www.wisegeek.com/what-is-a-virtual-world.htm
http://www.wisegeek.com/what-is-a-virtual-world.htm
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internet addresses to 
support users and servers. 
Also, IPv6 provides 
additional security features 
that do not exist in IPv4. 
For example Authentication 
Header (AH) is introduced 
for data integrity in IPv6 
transmission.  
 
IPv6 is recommended. 

LAN/WAN 
Transport Protocol 
 
 

TCP –RFC 793 
http://www.ietf.org/
rfc/rfc793.txt 
 
 
 
 
 
 

TCP (Transmission Control 
Protocol) is a set of rules 
(protocol) used along with the 
Internet Protocol (IP) to send 
data in the form of message 
units between computers over 
the Internet.  
 
 

Transmission Control 
Protocol.  Used along 
internet protocol in the 
provision of data 
communication on the 
Internet.  
 
  

 UDP –RFC 768 
http://www.ietf.org/
rfc/rfc768.txt 
 

UDP (User Datagram Protocol) 
is a communications protocol 
that offers a limited amount of 
service when messages are 
exchanged between computers 
in a network that uses the 
Internet Protocol (IP) 
 

User Datagram Protocol. 
Alternative transport 
protocol to TCP that offers 
minimal transport service 
for applications using 
multicast broadcast delivery 
DNS, routing information 
for network management. 
 
Both TCP and UDP are 
adopted standards. 

Directory Access LDAPv3 
http://www.ietf.org/
rfc/ 
rfc2830.txt,1777.txt
,2251.txt,1274.txt,1
276.txt,1308.txt,14
92.txt,2116.txt 

Lightweight Directory Access 
protocol version 3. 
Protocol for accessing online 
directory services.  It is both a 
network protocol and a 
standard architecture for 
organizing the directory data. 

LDAP helps consolidate 
certain types of information 
within your organisation. 
 LDAP is the dominant 
directory access protocol 
supported by all the major 
directory software 
providers. 
 
Version 3 is the latest 
version of LDAP and has 
been widely adopted. 
  

Domain Name Service
 DNS 

http://www.ietf.org/
rfc/ 
rfc1035.txt,1035.txt 

Domain Name Service  used 
for Internet/Intranet domain for 
IP resolution. 
A service for mapping domain 
names and corresponding IP 
Address 

Facilitates addressing of 
computers with names 
instead of IP Address. 
It is the dominant names to 
IP resolution standard on 
the internet. 
 
DNS is widely adopted.  

Mailbox Access  POP3 
http://www.ietf.org/
rfc/ 

for basic mailbox 
(Post Office Protocol 3) is the 
most recent version of a 

POP3 is widely used and 
will still remain in the email 
standards, and is known for 

http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci212839,00.html
http://searchunifiedcommunications.techtarget.com/sDefinition/0,,sid186_gci214031,00.html
http://searchunifiedcommunications.techtarget.com/sDefinition/0,,sid186_gci214031,00.html
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rfc1939.txt,2449.txt 
 
 

standard protocol for receiving 
e-mail. 
 

its simplicity and ease of 
implementation. 
 
Should only be used on 
basic mail exchange. 
 

 IMAP4 rev1 
RFC 2060  
RFC 2342  
RFC 2971 

IMAP - Internet Message 
Access Protocol is a standard 
protocol for accessing e-mail 
from your local server, for more 
advanced clients; manipulation 
of messages on the server 
 
 

IMAP provides the user 
more capabilities for 
retaining e-mail on the 
server and for organizing it 
in folders on the server. 
 
Should be adopted for 
higher functionality of mail 
exchange.  Better option.  

E-mail Transport 
  

SMTP 
http://www.ietf.org/
rfc/ 
rfc2821.txt,2822.txt 

Simple mail Transport Protocol.  
Protocol used to send e-mail on 
the internet. 
Host to Host Protocol 

Is the most popular E – 
mail Transport  Protocol 
used by most Internet 
Email Servers and Email 
Clients. 
 
SMTP is widely adopted. 
 

E-mail format  
 
 

MIME  
rfc2045.txt,2046 
.txt,2047 
.txt,2048.txt,2049.t
xt,2231.txt,3023.txt
,2557.txt,2392.txt,2
387.txt 
 
 
 
 
 
 
 
 
 
 
 
 

Multipurpose Internet Mail 
Extensions (MIME) is an 
Internet standard that extends 
the format of e-mail to support: 

 Text in character sets 
other than ASCII 

 Non-text attachments 

 Message bodies with 
multiple parts 

 Header information in 
non-ASCII character 
sets 

http://www.ietf.org/rfc/ 
 
 
 
 

For the embedding of 
binary data into e-mail 
handled by ordinary 
electronic mail interchange 
protocols.  
 
MIME is widely adopted for 
SMTP e-mails.  
 
 
 
 
 
 
 
 
 
 
 
 
 

  
S/MIME 

 
E-mail Secured Format 
 

Secured Multipurpose 
Internet Mail Extension 
used for secured mail 
attachment. 
 

Hypertext transfer 
protocol 

HTTP V1.1 
http://www.ietf.org/
rfc/ 
rfc2616.txt 
 
www.w3.org/protoco

Application level protocol for 
world wide web. 

Provides a simple standard 
for transferring text base 
documents across various 
devices of different 
architecture 
 

http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci212839,00.html
http://searchmobilecomputing.techtarget.com/sDefinition/0,,sid40_gci212051,00.html
http://en.wikipedia.org/wiki/Internet_standard
http://en.wikipedia.org/wiki/Electronic_mail
http://en.wikipedia.org/wiki/Character_set
http://en.wikipedia.org/wiki/ASCII
http://www.w3.org/protocols
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ls HTTP is a worldwide, 
established and widely 
accepted internet standard 
used since 1990. 
Supported by all web 
servers and browsers. 
 

Secured hypertext 
transfer protocol 

HTTPS 
http://www.ietf.org/r

fc/rfc2818.txt 

A secured version of HTTP 
using secured socket layer 
TLS.   

Provides a secured version 
of the HTTP to transfer 
sensitive data across the 
internet 
 

File Transfer FTP 
http://www.ietf.org/
rfc/rfc765.txt, 
rfc114.txt 
 
 
 
 
 
 

File transport protocol internet 
protocol for transferring files 
from one computer to another. 
 
 
 
 
 

FTP is a communication 
protocol that supports 
transmission of all types of 
digital files over the 
Internet, irrespective of 
their size. And supported 
by all relevant products. 
 

 SFTP secure FTP, uses SSH to 
transfer files as well as 
commands by encrypting the 
data 
 

 

WAN Internetworking BGP4 
 

 

Border Gateway Protocol is a 
protocol for exchanging routing 
information between gateway 
hosts (each with its own router) 
in a network of autonomous 
systems. 
 

Provides a system of 
sharing routing information 
among different network 
devices 

Remote Services 
Delivery Protocol 

SOAP v1.2 
http://www.w3.org/
TR/soap12-part0/ 
 
http://www.w3.org/
TR/soap12-part1 
 
http://www.w3.org/
TR/soap12-part2 

SOAP – Simple Object Access 
Protocol states the definition of 
an XML document for the 
exchange of information, based 
on a one-way message 
exchange between a sender 
and receiver. Applications can 
combine SOAP messages to 
provide more sophisticated 
interactions, including 
remote procedure calls (RPCs) 
and conversational document 
exchange. SOAP messages 
can be exchanged using a 
variety of protocols, including 
application layer protocols, 
such as HTTP 
and SMTP 

SOAP is one of the main 
technologies that drives 
web services and has 
significant industry support 
for a broad range 
of infrastructure and 
application providers. 
 
SOAP v1.2 standards was  
published as W3C Working 
Drafts in 
December 2001 and 
officially became a W3C 
Recommendation in 
December 2002. 
And had since been used 
by Application server 
vendors, Enterprise 
application integration 
vendors, Application 
development tool vendors, 

http://www.ietf.org/rfc/rfc2818.txt
http://www.ietf.org/rfc/rfc2818.txt
http://kb.iu.edu/data/aelc.html
http://www.w3.org/TR/soap12-part0/
http://www.w3.org/TR/soap12-part0/
http://www.w3.org/TR/soap12-part1
http://www.w3.org/TR/soap12-part1
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application vendors, like 
SAP and Oracle and 
Enterprise portal vendors. 

IP security 
 

IP-SEC   
Authenticated 
header 
RFC 2402/2404 

Internet Protocol Security is a 
framework for a set of protocols 
implementing  security at the 
network and/or packet 
processing layers of network 
communication 
 

 For site-to-site Virtual 
Private Networks (VPNs) 
IPSec is preferred for 
secure communication. It 
provides both confidentiality 
and integrity of data. 
 
IPSec is widely adopted for 
site-to-site VPNs.  
 
SSL should be used for 
remote access VPNs.  

IP encapsulation 
security 
 

VPN requirements  
ESP 
RFC 2406 

Virtual Private Network (VPN) 
is a network that uses a public 
telecommunication 
infrastructure or medium, such 
as the Internet, to establish a 
secured network to offices or 
individual to have a secure 
access to their organisation's 
network. 
 

 For site-to-site Virtual 
Private Networks (VPNs) 
IPSec is preferred for 
secure communication. It 
provides both confidentiality 
and integrity of data. 
 
IPSec is widely adopted for 
site-to-site VPNs.  
 
 

Transport security SSL v3/TLS  
RFC 2246 

SSLv3/TLS is a form of VPN 
that can be used with a 
standard Web browser. 
 

SSL should be used for 
Remote Access VPNs. 
Access between a client 
computer to a secure 
network will be best 
implemented using SSLv3. 
There is low payload on the 
encrypted traffic unlike 
using IPSec VPNs.   

Secure Shell SSH File Transfer 
Protocol, SSH 
Transport Layer 
Protocol, SSH 
Authentication 
Protocol, SSH 
Connection 
Protocol, SSH 
Protocol 
Architecture, 
Generic Message 
Exchange 
Authentication For 
SSH  
 
http://www.ietf.org/i
ds.by.wg/secsh.ht
ml 
 

For securely administering a 
remote computer. Provides 
encrypted session between 
clients and servers for secure 
remote administration of 
systems.   

Telnet provides an 
unsecure remote access to 
computer systems, and 
should only be used within 
a secure infrastructure.  
 
SSH, however, provides a 
secure remote access.  
 
SSH is widely adopted.  

Encryption algorithms 3DES Encryption algorithm that At minimum all 

http://www.webopedia.com/TERM/T/encryption.html
http://www.webopedia.com/TERM/T/algorithm.html
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encrypts data three times. 
Three 64-bit keys are used, 
instead of one, for an overall 
key length of 192 bits.  
 
 
 
 
 

implementation of 
encryption should support 
3DES. Provides effective 
128 bits key length.  
 
3DES is adopted.   
 
 
  

 AES (FIPS 197 
 
http://csrc.nist.gov/
publications/fips/fip
s197/fips-197.pdf 

Advanced Encryption Standard 
(AES), an encryption algorithm 
for securing sensitive but 
unclassified material by U.S. 
Government agencies and 
It may eventually become the 
base encryption standard for 
commercial transactions in the 
private sector. 
 

Where optimum security is 
required, AES should be 
recommended.   
 
AES provides 256 bits key 
length. 

For signing  & Key 
Transportation 

RSA 
 
 
 

Internet encryption and 
authentication system 
 
 
 

The RSA algorithm is the 
most commonly used 
encryption and 
authentication algorithm 
and is mostly integrated 
into standard Web 
browsers. 
 
 
RSA is widely adopted. 

 DSS 
FIPS 186-2 
http://www.itl.nist.g
ov/fipspubs/fip186.
htm  
 

Digital Signature Standard 
(DSS) is the digital signature 
algorithm (DSA) developed by 
the U.S. National Security 
Agency (NSA) to generate a 
digital signature for the 
authentication of electronic 
documents. 
 

For hashing  
 

SHA-512, SHA-
256  
FIPS 180-2 
 

 A minimum of SHA-256 
should be used for data 
integrity.    

Structured Cabling 
System 

TIA/EIA 568-B.1, 
2, and 3 
EIA 569- 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A standard for 
telecommunications pathways  
 
 
 
 
 
 
 
 
 
 
 
 

Widely used for cable 
installations for new 
buildings, major cable plant 
additions or modifications, 
building renovations or 
remodelling. 
 

http://www.webopedia.com/TERM/T/bit.html
http://www.webopedia.com/TERM/T/key.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci212062,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci211545,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci212062,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci211953,00.html
http://whatis.techtarget.com/definition/0,,sid9_gci211545,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci518958,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci211621,00.html
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 The TIA/EIA 569-A  
 
 

Standard for 
telecommunications pathways 
and spaces addresses floor 
loading, ceiling and perimeter 
pathways  
 

 TIA/EIA 606  
 

Standard provides a uniform 
administration scheme to 
manage telecommunication 
infrastructure  
 

 TIA/EIA 607 
 

Standard provides grounding 
and bonding requirements for 
telecommunications circuits 
and equipment 

Copper Network 
Cabling 

Category 6, 
Category 5e,  UTP 
Category 7 
www.siemon.com/
us/standards 

Cabling is certified to carry up 
to 10 Gbps of data up to 100 
meters 
 
 
 
 
 

Widely used for Structured 
Cabling System 
installations for new and/or 
renovated buildings without 
cabling shall be Category 6 
Unshielded Twisted Pair 
(UTP) as specified by 
TIA/EIA 568-B.2.1 
Commercial Building  
Telecommunications 
Cabling Standards. 
Category 6 link and 
channel requirements are 
backward compatible to 
Category 5e. 
 

Fiber Network Cabling: TIA/EIA-568-B 
series standards. 
 
 
 
 

 TIA/EIA-568-B is a set of three 
telecommunications standards 
from the Telecommunications 
Industry Association. The 
standards address commercial 
building cabling for telecom 
products and services. 

Is suited for Structured 
Cabling System 
installations for new 
buildings, major cable plant 
additions or modifications, 
building renovations or 
remodelling. 
 

Network Link Layer 
Access Protocol 

(CSMA/CD)  
IEEE 802.3 
 
 
 
 
 
 

Carrier Sense Multiple Access 
with Collision Detection 
(CSMA/CD) Access Method 
 
 
 
 

Ethernet standards provide 
10 / 100 / 1000 (1 Gbps) / 
10,000 (10 Gbps) Mbps 
operation progressively 
providing higher bandwidth 
and improved performance. 
 
Standards provide an 
upgrade path resulting in a 
consistent management 
model across all operating 
speeds. 

http://en.wikipedia.org/wiki/Telecommunications
http://en.wikipedia.org/wiki/Telecommunications_Industry_Association
http://en.wikipedia.org/wiki/Telecommunications_Industry_Association
http://en.wikipedia.org/wiki/Telecommunications_Industry_Association
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Logical Network 
Topology 

IEEE 802.3  Ethernet standards support 
star-wired Local Area Network 
(LAN) designs using point-to-
point links and structured 
cabling topologies 
 

802.3 is the widely adopted 
Logical Network Topology. 
BUS and Token Ring 
network topologies are no 
longer in use.  
 
IEEE 802.3 is widely 
adopted. 

Switching 
Technologies 

IEEE 802.1p/Q  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

standards and IETF Multi-
Protocol Label Switching 
(MPLS) 
 
 
 
 
. 
 
 

Is secured and used to 
achieve LAN network 
device connectivity in Open 
Systems Interconnection 
(OSI) Layers 2, 3, and 4 
 
 
Should be considered when 
implementing a LAN.  

 IP QoS  
 
 
 
 

Enables networks to support 
existing and emerging 
multimedia service/application 
requirements  
 
 

IEEE 802.1p  
 

Enables network traffic 
prioritisation and the seamless 
integration of data, voice, and 
video into converged services 

IEEE 802.1Q Trunking support to enables 
segmentation of individual data, 
voice, and video client platform 
devices into separate logical 
virtual networks (VLANs) 

Converged Services 
Client Platform 
Devices 

SIP 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Session Initiation Protocol (SIP) 
 
 
 
 
 
 
 
 
 
 

Shall be capable of 
accepting and processing 
voice, video, and data 
applications within a single, 
secure, client platform 
device  using the most 
currently approved versions 
of open, industry-standards 
for signalling protocols, 
compression, and media 
stream 
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H.323 
 

H.323 is a standard approved 
by the International 
Telecommunication Union (ITU) 
in 1996 to promote compatibility 
in videoconference 
transmissions over IP networks. 
 

Integrated 
Services Digital 
Network (ISDN) 
 

Integrated Services Digital 
Network is a set of CCITT/ITU 
standards for digital 
transmission over ordinary 
telephone copper wire as well 
as over other media. 
 

 codec 
 

Standard 
compression/decompression 
(codec) techniques 

 

Inter-Network 
Transport Services 

Resilient Packet 
Ring (RPR) 
802.17x 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A network topology developed 
as a new standard for fibre 
optic rings. 
 
 
 
 
 
 
 
 
 
 
 

Suitable for generally and 
commercially available 
transport services, 
commonly referred to as 
carrier services and 
incorporate open, secure, 
scalable, industry-
standards-based 

 SONET 
 

Standards for synchronous 
data transmission on optical 
media. 
 

 

Frame Relay Frame relay is a 
telecommunication service 
designed for cost-efficient data 
transmission for intermittent 
traffic between local area 
networks (LANs) and between 
end-points of wide area 
network (WAN). 
 

Network Time Protocol NTP architecture Network Time Protocol (NTP) 
to securely obtain time 

All Microsoft Windows 
versions since 2000 include 

http://whatis.techtarget.com/definition/0,,sid9_gci1252096,00.html
http://searchmobilecomputing.techtarget.com/sDefinition/0,,sid40_gci213291,00.html
http://searchunifiedcommunications.techtarget.com/sDefinition/0,,sid186_gci214031,00.html
http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci212113,00.html
http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci212113,00.html
http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci212113,00.html
http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci212902,00.html
http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci212495,00.html
http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci214117,00.html
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information needed to 
synchronise network devices 
and computer clocks. 
 

the Windows Time Service, 
which has the ability to 
sync the computer clock to 
an NTP server. 
 
Synchronized time is 
required for a good system 
audit.   
 
NTP is widely adopted.  
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9.6. SERVICE ORIENTED ARCHITECTURE 

 

9.6.1. INTRODUCTION 

A relatively recent concept in the world of interoperability is that of the service oriented 
architecture (SOA). The underlying principle behind the concept of an SOA is the idea that IT 
systems, software, devices and services will integrate and ―talk‖ to each other even if they 
were never specifically designed for each other in the first place. As SOA is implemented 
using Web services, applications are constructed as sets of re-useable, co-operating services 
with each being responsible for one or more clearly identified and bounded user tasks, 
business processes or information services.  

 

 
 Figure 1: SOA and Web Services  

 
While Information Technology (IT) has provided great strides for greater efficiencies in state 
government, IT has been an impediment for the most part in providing greater flexibility and 
creativity in crossing other MDA application boundaries for common services and service 
reuse, which is the next step of automation delivery.  Therefore, the following statewide 
policies shall be followed in support of SOA implementation for greater effectiveness and 
added benefits and value for the state. 

 

9.6.2. KEY SERVICE ORIENTED ARCHITECTURE (SOA) POLICIES 

The development of an e-government portal and MDAs web services application will position 
the government, more than ever before, for architectural creativity and the development and 
implementation of new/reuse enterprise services for its citizens, communities of interest, other 
third party organisations.   

1. SOA must be designed based on a thorough understanding of existing business 
strategies/initiatives and IT systems; 

 SOA must be built on existing application and information systems; 
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 SOA must be built on existing common data repositories, whenever and wherever 
possible, to improve the verification and validation of public and private 
information; 

 SOA must be based on loosely coupled service components that provide the most 
flexibility at the lowest cost. 

2. Business Process Modeling (BPM): Business Process Modeling shall be performed by 
MDAs to collectively define business processes/services and application resources to 
achieve business objectives and services for e-government.  While the state 
acknowledges that no single MDA can internally amass all intellectual processes and 
assets for the state as an enterprise, BPM efforts should be developed incrementally 
and discretely when developing modeling strategies and controls over business 
processes/services.  

3. Service Oriented Development Applications (SODA): SODAs are loosely integrated 
modular processes known as service components that are ―Assembled First‖ 
processes, rather than the ―Code First‖ processes normally used in traditional software 
development and considered an Integrated Service Environment (ISE).  

4. Integrated Service Environment (ISE): MDAs shall develop their ISE with integrated 
development tools and technologies (application suites, workbenches, tool/sets) that 
are non-proprietary, interoperable, and scalable.  Such tools can economically and 
efficiently deliver more robust software for building service components and composite 
applications that bridge business processes and programming. 

5. Service components shall be built on existing application and information systems and 
loosely coupled without dependency upon other services/programs/modules that 
provide the most flexibility, at the lowest cost.  

6. Service Oriented Business Applications (SOBA): SOBAs are business applications that 
provide discrete units of business-level functionality through well-defined services 
utilizing web service standards for web based messaging application access and 
interfaces.  SOBAs shall be deployed as composite services via the e-government‘s 
Web Portal and/or MDA web sites within the SOA Blueprint. MDAs shall share SOBA 
applications with other MDAs and third party organisations to promote reuse of services 
and information assets for the benefit of its citizens and the state.   

7. Enterprise Service Bus (ESB): All MDAs shall use the Government‘s Enterprise Service 
Bus (ESB) for SOA applications that cross inter-MDA and other third party organisation 
application boundaries.  It is at the discretion of the MDA‘s CIO to use the state‘s ESB 
for crossing intra-MDA application boundaries.  

8. Implementation of Service Oriented Architecture must be based on open standard web 
services. 
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9.6.3. SERVICE ORIENTED ARCHITECTURE (SOA) STANDARDS 

1. Web Services 

Figure 2 below defines the Web Services Standards. 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Web Services Standard 

 
2. Applications & Application Infrastructure 

The Applications and Application Infrastructure tier handles the application space, together 
with associated management and business processes. Once the foundation is in place, 
connected applications can be developed using either rich client or browser-based 
functionality. Underlying some of these connected applications will be a need for advanced 
business process management and systems management capabilities.   

3. Foundation 

The Foundation tier uses a range of associated standards that handle messaging, security, 
reliability, transactions and metadata: standards such as WS-Security, WS-Reliable 
Messaging and so on. The function of this tier is to ensure secure, reliable and transactional 
capabilities. It too has wide support across vendors and customers. 

4. Transport 

The Transports tier builds on the ubiquitous transport standards of the Web: HTTP, UDP, 
TCP, SMTP and so on. Web services need to be transport independent so that the optimal 
choice can be made for each situation. 
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INTEROPERABILITY 
AREA 

STANDARDS DESCRIPTION JUSTIFICATION 

WS Profiles Basic Profile 2.0 

http://www.ws-
i.org/deliverables/work
inggroup.aspx?wg=ba
sicprofile 

The Basic Profile 2.0 
provides 
implementation 
guidelines for how 
related set of non-
proprietary 
Web Service 
specifications should be 
used together for best 
interoperability. 

Version 1.1 of the WS-I 
Basic Profile specification 
is an attempt by a 
number of vendors to 
speed the deployment of 
truly interoperable Web 
services by removing 
ambiguities in 
specifications, describe 
clear limitations to 
compliant Web services, 
and choose a set of Web 
service settings from 
among a large number of 
possibilities 

 Attachment Profile 2.0 

http://www.ws-
i.org/deliverables/work
inggroup.aspx?wg=ba
sicprofile 

Attachments Profile – 
The Attachment Profile 
1.0 complements the 
Basic Profile 1.1 to add 
support for 
interoperable SOAP 
Messages with 
attachments-based 
Web Services 

The Attachment Profile 
1.0 and 2.0 complement 
the Basic Profile 1.2 to 
add support for 
interoperable SOAP 
Messages with 
attachments-based Web 
services 

 Simple SOAP Binding 
Profile 1.0 

Simple SOAP Binding 
Profile – The Simple 
SOAP Binding Profile 
consists of those Basic 
Profile 1.0 requirements 
related to the 
serialization of the 
envelope and its 
representation in the 
message. 

This profile defines the 
way WSDL (Web 
Services Description 
Language) are to bind 
operations to a specific 
transport protocol SOAP. 

 Basic Security Profile 
1.0 

Basic Security Profile 
defines the WS-I Basic 
Security Profile 1.0, 
based on a set of non-
proprietary Web 
services specifications, 
along with clarifications 
and amendments to 
those specifications 
which promote 
interoperability. 

The Basic Security Profile 
focuses on the 
interoperability 
characteristics of two 
main technologies: HTTP 
over TLS and Web 
Services Security: SOAP 
Message Security. HTTP 
over TLS is a point-to-
point technology that 
protects the 
confidentiality of all 
information that flows 
over an HTTP 
connection. Web 
Services Security: SOAP 
Message Security 

http://en.wikipedia.org/wiki/Web_Services_Description_Language
http://en.wikipedia.org/wiki/Web_Services_Description_Language
http://en.wikipedia.org/wiki/Web_Services_Description_Language
http://en.wikipedia.org/wiki/Web_Services_Description_Language
http://en.wikipedia.org/wiki/SOAP
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provides security 
protection for SOAP 
messages and applies 
even when a message 
passes through several 
intermediary waypoints, 
allowing differing levels of 
protection for selected 
portions of a message. 
The Basic Security Profile 
describes a way to apply 
SOAP Message Security 
to attachments. 

 REL Token Profile 1.0 REL Token Profile is 
based on a non-
proprietary Web 
services specification, 
along with clarifications 
and amendments to 
that specification which 
promote 
interoperability. 

The REL profile is used 
to create the basic 
security  profile that 
provide secured channel 
for the exchange of 
information using the 
appropriate web service 
to maintain the 
confidentiality and 
integrity of the 
information that is been 
transmitted from one 
business process to the 
other. 

 SAML Token Profile 
1.0 

SAML Token Profile is 
based on a non-
proprietary Web 
services specification, 
along with clarifications 
and 
amendments to that 
specification which 
promote 
interoperability. 

In order to improve the 
interoperability when 
using WSS, the SAML 
token profile must 
conform to the WS basic 
security profile to 
ascertain the rate at 
which information is 
shared within the system. 
To affirm who is sending 
or requesting for a 
particular information. 

 Conformance Claim 
Attachment 
Mechanism (CCAM) 
1.0 

Conformance Claim 
Attachment Mechanism 
(CCAM) catalogues 
mechanisms that can 
be used to attach WS-I 
Profile Conformance 
Claims to Web services 
artefacts (e.g., WSDL 
descriptions, UDDI 
registries). 

 

 Reliable 
Asynchronous 
Messaging Profile 
(RAMP) 1.0 

Reliable Asynchronous 
Messaging Profile 
(RAMP) is a 
profile, in the fashion of 
the WS-I profiles, that 
enables, 

The RAMP Profile 
represents the first 
successful effort to 
combine emerging Web 
services standards with 
vertical industry 
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among other things, 
basic B2B integration 
scenarios using 
Web services 
technologies. 

standards, semantics, 
and expertise to develop 
a prescriptive roadmap to 
implement systems 
common to all players in 
an industry. 

Transports Blocks Extensible 
Exchange Protocol 
(BEEP)  

TCP, HTTP,  

HTTPS, SSL 

SMTP 

BEEP, the Blocks 
Extensible Exchange 
Protocol (formerly 
referred to as BXXP), is 
a framework for 
building application 
protocols. It has been 
standardised by IETF 
and does for Internet 
protocols what XML 
has done for data. 

The BEEP, TCP, HTTP, 
SSL, SMTP provides the 
means of exchanging 
information from one 
point to the other over the 
network. They tend to 
provide a level of security 
(data encryption, server 
authentication, message 
integrity) such that the 
information being 
transmitted is not 
intercepted by any 
unauthorised party. 

Messaging 
 

SOAP 1.1 (Note)  

SOAP 1.2 
(Specification)  

Web Services 
Addressing  

Web Services 
Notification (WS-
Brokered Notification, 
WS-Base Notification, 
WS-Topics  

Web Services 
Attachments Profile 
1.0  

MTOM Serialization 
Policy Assertion (WS-
MTOMPolicy) Version 
1.0  

These messaging 
standards and 
specifications are 
intended to give a 
framework for 
exchanging information 
in a decentralised, 
distributed 
environment. 
 

It defines the use of XML 
and HTTP to access 
services, objects, and 
servers in a platform-
independent manner. It 
uses XML technologies to 
define an extensible 
messaging framework 
providing a message 
construct that can be 
exchanged over a variety 
of underlying protocols. 

Description and 
Discovery 
 

UDDI 3.0  

WSDL 1.1 (Note)  

WSDL 1.2 (Working 
draft)  

WSDL 2.0 (Working 
Group)  

Web services are 
meaningful only if 
potential users may find 
information sufficient to 
permit their execution. 
The focus of these 
specifications and 
standards is the 
definition of a set of 
services supporting the 
description and 

The UDDI and WSDL 
and the other standards 
stated as to the 
description and Discovery 
interoperability area are 
web based distributed 
directory that enables 
agencies to have a quick, 
easy and dynamic 
navigation of the 
available web services 

http://www.w3.org/TR/2000/NOTE-SOAP-20000508/
http://www.w3.org/TR/2003/REC-soap12-part0-20030624/
http://www.w3.org/TR/2003/REC-soap12-part0-20030624/
http://www.ibm.com/developerworks/webservices/library/specification/ws-add/
http://www.ibm.com/developerworks/webservices/library/specification/ws-add/
http://www.ibm.com/developerworks/webservices/library/specification/ws-notification/
http://www.ibm.com/developerworks/webservices/library/specification/ws-notification/
http://www.ibm.com/developerworks/webservices/library/specification/ws-notification/
http://www.ibm.com/developerworks/webservices/library/specification/ws-notification/
http://www.ibm.com/developerworks/webservices/library/specification/ws-notification/
http://www.ws-i.org/Profiles/AttachmentsProfile-1.0-2004-08-24.html
http://www.ws-i.org/Profiles/AttachmentsProfile-1.0-2004-08-24.html
http://www.ws-i.org/Profiles/AttachmentsProfile-1.0-2004-08-24.html
http://www.ibm.com/developerworks/webservices/library/specification/ws-mtom/
http://www.ibm.com/developerworks/webservices/library/specification/ws-mtom/
http://www.ibm.com/developerworks/webservices/library/specification/ws-mtom/
http://www.ibm.com/developerworks/webservices/library/specification/ws-mtom/
http://uddi.org/pubs/uddi_v3.htm
http://www.w3.org/TR/wsdl
http://www.w3.org/TR/2003/WD-wsdl12-20030611/
http://www.w3.org/TR/2003/WD-wsdl12-20030611/
http://www.w3.org/2002/ws/desc/
http://www.w3.org/2002/ws/desc/
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Web Services 
Semantics -- WSDL-S  

Web Services 
Metadata Exchange  

Web Services Policy 
Assertions Language  

Web Services Policy 
Attachment  

Web Services Policy 
Framework  

Web Services 
Resource Framework  

www.w3.org 

discovery of 
businesses, 
organisations and other 
Web services 
providers; the Web 
services they make 
available; and the 
technical interfaces 
which may be used to 
access those services. 
 

over the internet. 

Reliability 
 

 

Web Services Reliable 
Messaging  

WS-RM Policy 
Assertion  

WS-RM Policy 1.1 

 

http://docs-oasis-

open.org/WS-RX 

It is not possible to 
solve business issues if 
the participants are 
unable to be sure of the 
completion of message 
exchanges. Reliable 
messaging, which 
allows messages to be 
delivered reliably 
between distributed 
applications in the 
presence of software 
component, system, or 
network failures, is 
therefore critical to Web 
services. 

The availability and the 
integrity of the 
information is very 
important, and these two 
factors tend to make a 
system reliable. Hence 
the agencies are assured 
of the availability of 
whatever information they 
intend having access to 
at any point in time.   

 

Transactions 
 

 

Web Services Atomic 
Transaction  

http://www.ibm.com/d
eveloperworks/library/
specification/ws-tx/ 

This specification 
provides the definition 
of the atomic 
transaction coordination 
type that is to be used 
with the extensible 
coordination framework 
described in the WS-
Coordination 
specification. 

Developers can use any 
or all of these protocols 
when building 
applications that require 
consistent agreement on 
the outcome of long-
running distributed 
activities. 

 Web Services This specification 
provides the definition 

Developers can use any 
or all of these protocols 

http://www.ibm.com/developerworks/webservices/library/specification/ws-wsdl-s/
http://www.ibm.com/developerworks/webservices/library/specification/ws-wsdl-s/
http://www.ibm.com/developerworks/webservices/library/specification/ws-mex/
http://www.ibm.com/developerworks/webservices/library/specification/ws-mex/
http://www.ibm.com/developerworks/webservices/library/ws-polas/
http://www.ibm.com/developerworks/webservices/library/ws-polas/
http://www.ibm.com/developerworks/webservices/library/specification/ws-polatt/
http://www.ibm.com/developerworks/webservices/library/specification/ws-polatt/
http://www.ibm.com/developerworks/webservices/library/specification/ws-polfram/
http://www.ibm.com/developerworks/webservices/library/specification/ws-polfram/
http://www.ibm.com/developerworks/webservices/library/ws-resource/
http://www.ibm.com/developerworks/webservices/library/ws-resource/
http://www.w3.org/
http://www.ibm.com/developerworks/webservices/library/specification/ws-rm/
http://www.ibm.com/developerworks/webservices/library/specification/ws-rm/
http://www.ibm.com/developerworks/webservices/library/ws-rmreload/
http://www.ibm.com/developerworks/webservices/library/ws-rmreload/
http://docs-oasis-open.org/WS-RX
http://docs-oasis-open.org/WS-RX
http://www.ibm.com/developerworks/webservices/library/specification/ws-tx/
http://www.ibm.com/developerworks/webservices/library/specification/ws-tx/
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Business Activity  

http://www.ibm.com/d
eveloperworks/library/
specification/ws-tx/ 

of the business activity 
coordination type that is 
to be used with the 
extensible coordination 
framework described in 
the WS-Coordination 
specification. 

when building 
applications that require 
consistent agreement on 
the outcome of long-
running distributed 
activities. 

 Web Services 
Coordination 

http://www.ibm.com/d
eveloperworks/library/
specification/ws-tx/ 

This specification 
describes an extensible 
framework for providing 
protocols that 
coordinate the actions 
of distributed 
applications. 

Developers can use any 
or all of these protocols 
when building 
applications that require 
consistent agreement on 
the outcome of long-
running distributed 
activities. 

Security 
 

Web Services 
Federation Language  

WS-Federation: Active 
Requester Profile  

WS-Federation: 
Passive Requester 
Profile  

Web Services 
Provisioning  

Web Services Secure 
Conversation 
Language  

Web Services Security 
1.1  

Web Services Security 
Addendum  

WS-Security Kerberos 
Binding  

Web Services Security 
Policy  

Web Services Trust  

Security Assertion 
Markup Language 
(SAML) .  

REFERENCE 

Using these security 
specifications, 
applications can 
engage in secure 
communication 
designed to work with 
the general Web 
services framework. 
What does each 
standard do 

The use of Secured 
Socket layer (SSL) is 
perhaps the most 
common in the 
transmission of 
confidential information 
over the internet or 
web. Based on 
cryptography 
(public/private key 
encryption technology), 
SSL provides data 
encryption, server 
authentication, message 
integrity, and client 
authentication for any 
TCP/IP connection 
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http://www.oasis-

open.org/committees/tc_

home.php?wg_abbrev=s

ecurity 

 

Business processes 
 

WS-BPEL Extension 
for People  

Business Process 
Execution Language 
for Web Services V2.0  

 

A business process 
specifies the potential 
execution order of 
operations from a 
collection of Web 
services, the data 
shared between these 
Web services, which 
partners are involved 
and how they are 
involved in the business 
process, joint exception 
handling for collections 
of Web services, and 
other issues involving 
how multiple services 
and organisations 
participate. BPEL 
specifies business 
processes and how 
they relate to Web 
services. 

The WS-BPEL is an 
execution language to 
describe of the business 
process ina standard 
based environment. 
Processes can use the 
web services to invoke 
business functions and 
the process itself can be 
exposed as a web 
service. The web 
services on their own are 
stateless and 
uncorrelated, but the WS-
BPEL helps solve this 
problem by defining the 
end – end business 
process, meaning the 
process allows long 
running processing 
between the business 
systems. 

Management 
 

Web Services 
Distributed 
Management  

Web Services 
Manageability  

Web Services 
Manageability -- 
Concepts  

Web Services 
Manageability -- 
Representation  

WS-Resource 
Transfer 

Web Services Service 
Registry and 
Repository  

 

Web services 
manageability is 
defined as a set of 
capabilities for 
discovering the 
existence, availability, 
health, performance, 
usage, as well as the 
control and 
configuration of a Web 
service within the Web 
services architecture. 
As Web services 
become pervasive and 
critical to business 
operations, the task of 
managing and 
implementing them is 
imperative to the 
success of business 
operations. 

Ws-management v1.1 is 
an open standard defining 
the SOAP – based 
protocol for the 
management of servers, 
devices, applications. The 
Ws- management v1.1 
provides a common way 
for systems to access and 
exchange management 
information across the IT 
infrastructure. 

 

 

 

http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
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9.7. SECURITY INTEROPERABILITY  

9.7.1. INTRODUCTION 

Information security is the process of ensuring the confidentiality, integrity and availability of 
government information.  The policies and standards below are designed to ensure security in an 
interoperable environment.  

 

9.7.2. KEY SECURITY INTEROPERABILITY POLICIES 

 

9.7.2.1. Network Infrastructure and Services 

9.7.2.1.1. Transport level Security 

Transport Layer Security is a set of cryptographic protocols that provide security in internet 
based communications. Examples of which are email, web browsing, Internet faxing, 
instant  messaging and other data transfers.  

 

9.7.2.1.2. Email Policy 

1. Mail clients are not configured securely by manufacturers default and are 
vulnerable to attack. MDAs must ensure that all default configurations must be 
changed to secure settings.  

2. Email messages must adhere to classification standards. Encryption must be 
applied to messages that require confidentiality. 

3. Email messages which require non-repudiation must be digitally signed. MDAs‘ 
email systems should support digital signature.  

4. Mail server should be configured not to report mail server and operating system 
type and version.  

5. All Email clients deployed in MDAs should support encryption. 

 

9.7.2.1.3. Network level Security 

6. All MDA networks must be designed within the defence in depth concept to ensure an appreciable 
level of security in all government systems. 

7. All MDA network perimeters must be protected by using an application proxy firewall. 

8. Network devices must be configured with stringent packet filtering rules. 

9. All external connections into an MDA network should be routed through gateways. 

10. Intrusion detection strategies or tools should be used to enhance network security. 

11. Network and host vulnerability scanners should be used to test for the vulnerabilities of internal 
systems and of network perimeter defences, as well as adherence to security policy and standards. 

 

9.7.2.1.4. Wireless LAN Security 

1. Risks to WLAN should be assessed more often due to the greater effort required 
to ensure adequate protection. 
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2. Bluetooth devices should not be allowed to operate in insecure mode. 

3. All MDA wireless networks and hand held devices shall be managed and 
inventoried as a state asset to further protect confidential and sensitive state 
information. 

4. All diagrams and topologies of wireless networks should be documented and 
maintained with specific details of underlying structures for a complete 
understanding of the wireless network. 

 

9.7.2.1.5. Cryptography 

1. The Ghana Information and Communication Technology Directorate (GICTeD), 
which will soon become the National Information Technology Authority (NITA) 
should be the Certificate Authority to issue and manage digital signature to 
MDAs.   

2. All sensitive state information residing on any storage media shall be encrypted. 

3. All critical state databases shall be encrypted. 

4. All classified traffic (voice, video and data) must be encrypted. 

 

9.7.2.2. Data Security 

9.7.2.2.1. Privacy Policy 

The privacy of the citizen information must be protected at all times.  All government Web 
sites and databases storing system information must be protected to guarantee maximum 
protection of the privacy of information. 

 

9.7.2.2.2. Data Classification 

1. A risk assessment process should be established that addresses the sensitivity 
and the criticality of information. 

2. An asset classification scheme should be designed to on a ―need to know‖ basis 
so that information will be protected from unauthorised disclosure, use, 
modification and deletion. There should be strict guidelines for the implementation 
of labelling, handling and destruction procedures according to the asset‘s 
classification. 

3. Government information must be consistently protected throughout its life cycle, 
from its origination to its destruction. 

4. The assets of government must be listed in an information asset inventory. 

5. Each information asset must have a nominated owner. 

6. The owner of the information asset must identify /approve of the controls that 
should be implemented to provide appropriate protection to the asset. 

7. Information assets must be classified in accordance with a specific asset 
classification scheme and related guidelines to be developed for this purpose. 

8. The classification of each information asset is to be reviewed at periodic intervals 
and may be amended in accordance with the asset classification scheme and 
related guidelines in force at the time. 

All information assets shall be labelled physically or electronically in accordance 
with their asset classification. 
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9.7.2.3. Identity Management 

MDAs will be required to comply with the identity-proofing, registration, issuance and 
maintenance processes.  Credentials will be issued only to individuals under their true identity 
and after a proper authority has authorised issuance of the credential.  

MDAs should practice card management throughout the card lifecycle.  

Individual MDAs are responsible for determining the proper level of identity assurance 
required for access to their physical and logical assets. 

 
9.7.2.4. Wireless Policies 

1. Wireless Security must be implemented using the defence-in-depth approach. 
Example of some security changes required are: 

 Change the default Enterprise Service Set Identifier (ESSID) on wireless 
access points.  

 Filter based on Media Access Control (MAC) address of the client.  

 Disable access to wireless access points via "wildcard" ESSID's.  

 Enable 128-bit Wired Equivalent Privacy (WEP) to encrypt data transmission 
using Fast Packet Keying (FPK).  

 Wireless networking and communication must be implemented with SNMP 
disabled unless explicitly required.   

2. Where wireless networks are deployed, steps must be taken to ensure that 
appropriate management and monitoring tools are implemented to define rights to 
control network devices and clients.  

3. MDAs must only implement WECA Wi-Fi certified devices in a wireless network to 
ensure interoperability. Wireless Ethernet Compatibility Alliance (WECA) mission is to 
certify interoperability of Wireless Fidelity (Wi-Fi), IEEE 802.11b High Rate Standard, 
products and to promote Wi-Fi as the global wireless LAN standard across all market 
segments.  

 

9.7.3. SECURITY INTEROPERABILITY STANDARDS 

The implementation of Information Security across the proposed Government wide 
infrastructure will be one major challenge. Therefore identifying and highlighting the relevant 
standards and policies around security should be deemed very important. Security spans all 
the layers described in the e-GIF. The standards recommended in the e-GIF should cover the 
three keys facets of Information security: 

Confidentiality: Ensuring that only authorised user will have access to view data 

Integrity: Ensuring the integrity of information will involve restricting changes to only 
authorised users.  

Availability: Ensuring that information is available to legitimate users all the time. 
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INTEROPERABILI
TY AREA 

STANDARDS DESCRIPTION JUSTIFICATION 

Web Services 
Security 

WS-Security 
1.1 
 
http://www.oasis-

open.org/committe

es/download.php/1

6790/wss-v1.1-

spec-os-

SOAPMessageSec

urity.pdf 

WS-Security is a 
communications protocol 
providing a means for applying 
security to Web Services. The 
protocol contains 
specifications on how integrity 
and confidentiality can be 
enforced on Web services 
messaging. The WSS protocol 
includes details on the use of 
SAML and Kerberos, and 
certificate formats such as 
X.509. 
 

In point-to-point situations 
confidentiality and data 
integrity can also be 
enforced on Web 
services through the use 
of Transport Layer 
Security (TLS), for 
example, by sending 
messages over https. 
WS-Security however 
addresses the wider 
problem of maintaining 
integrity and 
confidentiality of 
messages until after a 
message was sent from 
the originating node, 
providing so called end to 
end security. 
 

 WS-Federation  
 
http://download.bo

ulder.ibm.com/ibm

dl/pub/software/dw

/specs/ws-fed/WS-

Federation-V1-

1B.pdf?S_TACT=1

05AGX04&S_CM

P=LP 

WS-Federation describes how 

to manage and broker the trust 
relationships in a 
heterogeneous federated 
environment including support 
for federated identities. A 
federation is a collection of 
realms (security domains) that 
have established relationships 
for securely sharing resources. 
A Resource Provider in one 
realm can provide authorised 
access to a resource it 
manages based on claims 
about a principal (such as 
identity or other distinguishing 
attributes) that are asserted by 
an Identity Provider (or any 
Security Token Service) in 
another realm. 

WS-Federation works 
with WS-Security, WS-
Trust, and WS-
SecurityPolicy provide a 
basic model for federation 
between Identity 
Providers and Relying 
Parties. It provides the 
transformational model.  

 WS-Trust  1.3 
 
http://docs.oasis-
open.org/ws-
sx/ws-
trust/200512/ws-
trust-1.3-os.html 

WS-Trust describes a 
framework for trust models 
that enables Web Services to 
securely interoperate. It uses 
WS-Security base 
mechanisms and defines 
additional primitives and 
extensions for security token 
exchange to enable the 
issuance and dissemination of 
credentials within different 
trust domains. 

An integral part of the WS 
Security standards. 
Widely used by Microsoft 
etc for trust 
implementation within 
web services.  

http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-Federation-V1-1B.pdf?S_TACT=105AGX04&S_CMP=LP
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 WS-Security: 
X.509 
Certificate Token 
Profile 
1.1 

WS-Security: X.509 
Certificate Token Profile 
describes the use of the X.509 
authentication framework with 
the WS-Security: SOAP 
Message Security 
specification. 

The only specification 
that describes the use of 
the X.509 authentication 
framework with the Web 
Services Security: SOAP 
133 Message Security 
specification [WS-
Security]. 

Biometrics 
 
 

Information 
technology - 
Biometric Identity 
Assurance 
Services (BIAS) 
 
 
 
 
 
 
 

A system in which a user is 
authenticated to a resource 
wherein the user is coupled to 
a biometric sensor 
It is therefore a system in  
which a user is authenticated 
to a resource wherein the user 
is coupled to a biometric 
sensor 
BIAS is a  framework for 
deploying and invoking identity 
assurance capabilities that can 
be readily accessed using 
services-based frameworks 
(e.g. Web services) 
 
 

Biometric systems are 
better used for verification 
rather than identification. 
In general, that is, they 
are better suited for a 
one-to-one match 
assuring that the 
individual in question is 
who he says he is and 
has the requisite 
authorisation to engage in 
the activity in question. 
Biometric  systems 
provide a substantially 
higher level of security 
beyond current means of 
identification 
 BioAPI 

Specification 
(Version 2.0) 

BioAPI defines an 
Application programming 
interface for biometric software 
References: 
http://www.biometrics.org/ 

Smart cards 
 
 

Contact smart 
card (eg.SIM 
Cards ) 
 
Contactless 
smart card (eg. 
Hong Kong's 
Octopus card, 
South Korea's T-
money(Bus, 
Subway, Taxi)  ) 
 
Cryptographic 
smart cards are 
often used for 
single sign-on 
(eg.  PKCS#11) 
 

A smart card, chip card, or 
integrated circuit card (ICC), is 
any pocket-sized card with 
embedded integrated circuits 
which can process data. 
 
 
Reference: 
 
http://en.wikipedia.org/wiki/Sm
art_card 
 

 

 
Email Security 
 
 
 

 
S/MIME v3.1 – 
Secure Multi-
purpose Internet 
Mail Extensions 
version 3.1 

S/MIME provides a method to 
send and receive secure 
MIME messages by sending e-
mail that uses the Rivest-
Shamir-Adleman (RSA) 
encryption system. S/MIME is 
included in the latest versions 

S/MIME is a matured 
standard. Version 3.1  is 
the latest version and it 
was made an IETF 
standard in July 2004. 
S/MIME is a well 
supported standard and 
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of the email clients from 
Microsoft and Netscape and 
has also been endorsed by 
other vendors that make 
messaging products. 
 
References: 
S/MIME is a proposed IETF 
standard defined in: 
RFC 2630 ―Cryptographic 
Message Syntax‖; 
RFC 2631 ―Diffie-Hellman Key 
Agreement Method‖; 
RFC 2632 ―S/MIME Version 3 
Certificate Handling‖; and 
RFC 2633 ―S/MIME Version 3 
Message Specification 

has been selected 
over the alternatives such 
as PGP (not suited to 
large user 
communities), PEM and 
MIME Object Security 
services 
(neither of these 
standards has gained 
significant industry 
support). S/MIME v3.1 is 
widely supported by the 
latest versions of the 
market leading email 
products such as 
Microsoft, Netscape 
and IBM. 

Certificate On-line 
Certificate status 
protocol 

Enables the current status of a 
digital certificate to be 
determined without the use of 
a certificate revocation list. 
This protocol can be used by 
applications, typically for high-
value or highly sensitive 
transactions, to perform an 
online check of the status of a 
digital certificate, rather than 
relying on a periodic certificate 
revocation list 
(CRL). 

RFC 2560 is an IETF 
standard, and the only 
viable one for on-line 
certificate status protocol. 

 Certification 
Request 

Defines the format of a request 
to a certification authority (CA) 
for a public-key certificate to 
enable the use of digital 
certificates issued by multiple 
certification authorities. 

De facto standard from 
RSA Security for a 
request for certification of 
a public key, a name and 
an optional set of 
attributes. Published as 
an Informational RFC. 

 Certificate Profile Defines the format and 
semantics of digital certificates 
to be used within government, 
to ensure that certificates 
issued by multiple CAs can be 
used across government 
applications. 

RFC 3280 profiles both 
the X.509 v3 certificate 
and X.509 v2 CRL for use 
in the Internet. 

 Certificate 
Revocation List 
Profile 

Defines the format and 
semantics of certificate 
revocation lists (CRLs) to 
enable the status of digital 
certificates issued by different 
certification authorities (CAs) 
to be verified. CRL-based 
status checking is commonly 
adopted, although it does not 
provide the most up-to-date 
status of a certificate. 

RFC 3280 (X.509 v2) is 
the established, and only 
viable Internet standard 
for profiling X.509 CRLs. 
 
RFC 3280 profiles both 
the X.509 v3 certificate 
and X.509 v2 CRL for use 
in the Internet. 
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 Certificate Import 
/ Export Interface 
PKCS #12 v1.0 

Provides a mechanism for 
storing private keys and 
certificates and allows for 
import and export of 
certificates. 
 
This would allow, for example, 
users to import certificates 
provided on diskettes by 
Certification Authorities or 
allow certificates to be 
imported onto tokens or smart 
cards. 

De facto standard from 
RSA Security for a 
portable format for storing 
or transporting a user‘s 
private keys, certificates, 
secrets etc. 

 
Transport Level 
Security 
 
 

SSL v3.0 – 
Secure Sockets 
Layer version 3.0; 
and 
TLS v1.0 – 
Transport Layer 
Security version 
1.0. 

SSL is a commonly used 
protocol for managing the 
security of a message 
transmission on the Internet. 
SSL was developed by 
Netscape with its major goal is 
to provide privacy and 
reliability between two 
communicating applications, 
and prevents eavesdropping, 
tampering or message forgery. 
The SSL protocol runs above 
TCP/IP and bellow higher-level 
protocols such as TELNET, 
FTP or HTTP. It provides for 
encryption, server and client 
authentication and message 
authentication. 
 
TLS has been proposed as the 
successor to SSL. The 
differences between TLS v1.0 
and SSL v3.0 are not 
dramatic, but they are 
significant enough that TLS 
v1.0 and SSL v3.0 do not 
communicate directly. Instead, 
if a TLS v1.0 client encounters 
an SSL v3.0 server or vice 
versa it reverts to SSL v3.0, 
allowing the two to coexist. 
The primary goal of the TLS 
Protocol is to provide privacy 
and data integrity between two  
communicating applications 
 
 
Reference: 
SSL v3.0 is developed and 
defined by Netscape at 
http://wp.netscape.com/eng/ssl
3/. 
 

SSL is a matured 
standard – Netscape final 
draft specification 
released in November 
1996 and the IETF TLS 
Working Group began 
working with SSL v3.0 in 
1996. 
SSL is included as part of 
both the Microsoft and 
Netscape 
browsers and most Web 
server products. 
Developed by 
Netscape, SSL also 
gained the support of 
Microsoft and other 
Internet client/server 
developers as well and 
became the de 
facto standard until 
evolving into Transport 
Layer Security 
(TLS). 
SSL v3.0 is the latest 
version of SSL and 
available in most 
dominant browsers with 
either 40 bit or 128-bit 
encryption. 
 
TLS is a proposed IETF 
standard, RFC 2246, and 
is thus 
deemed to be generally 
stable, has resolved 
known design choices, is 
believed to be well-
understood, has received 
significant community 
review, and appears to 
enjoy enough community 
interest to be considered 
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TLS is a proposed IETF 
standard defined in RFC 2246 
―The TLS 
Protocol Version 1.0 
 

valuable. 
TLS v1.0 is virtually 
universally available with 
support by the 
market leading browsers, 
including Netscape 
Navigator and IE and web 
servers, including 
Apache, Microsoft IIS and 
iPlanet. 
 

Network Level 
Security 
 
 

IPsec – Internet 
Protocol Security. 

IPsec is a general mechanism 
for securing IP. It is a standard 
for security at the network or 
packet processing layer of 
network 
communication. It builds 
security into the fabric of the 
Internet so that anyone who 
chooses to communicate 
securely can do so, as easily 
as they can do anything else 
on the net. 
There are two protocols used 
in an IPsec  implementation: 
ESP, Encapsulating Security 
Payload, Encrypts and/or 
authenticates data; 
AH, Authentication Header, 
Provides a packet 
authentication service. 
 
Reference:  
IPsec is a proposed IETF 
standard defined in: 
RFC 2402 ―IP Authentication 
Header‖; and 
RFC 2404 ―The Use of HMAC-
SHA-1-96 within ESP and 
AH‖. 
 
 

IPsec is the only viable 
standard for IP network-
level security. 
Over the last couple of 
years, IPsec has grown to 
be the preferred choice 
for providing secure VPN 
communications 
over the public Internet, 
and with the integration of 
IPsec 
support within Windows 
2008 server, it is likely to 
become a 
dominant standard. 
IPsec is widely adopted 
by all IP VPN products, 
for example, those 
provided by market 
leaders such as IBM, 
Cisco Systems 
IOS and Checkpoint 
Software 

Network Level 
Encryption 
 

IP ESP – IP 
Encapsulating 
Security Payload 

IP ESP provides 
confidentiality, data origin 
authentication, 
connectionless integrity, anti-
replay services and traffic flow 
confidentiality with IPv4 and 
IPv6 networks. ESP may be 
applied alone, in combination 
with the IP 
Authentication Header (AH), or 
in a nested fashion, e.g., 
through the use of tunnel 
mode. 
 

IP ESP is the only viable 
standard for IP network-
level 
encryption and is an IETF 
standard. 
IP ESP is a matured 
standard. It was a 
proposed IETF 
standard since 1998. 
IP ESP is widely used in 
VPN products which are 
supplied by 
numerous vendors, 
including all of the leading 
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Reference: 
IP ESP is a proposed IETF 
standard defined in RFC 2406  
IP Encapsulating Security 
Payload (ESP)‖. 

firewall 
vendors such as IBM, 
Cisco, Computer 
Associates, HP, and 
Symantec. 

 
Encryption 
Algorithms 
 
 

Data Encryption 
Standard (DES); 
and 
Triple Data 
Encryption 
Standard (3DES). 

DES is a widely used method 
of data encryption using a 
private (secret) key that was 
judged so difficult to break by 
the US 
government that it was 
restricted for exportation to 
other countries until January 
2000. There are 
72,000,000,000,000,000 
(72 quadrillion) or more 
possible encryption keys that 
can be used. For each given 
message, the key is chosen at 
random from 
among this enormous number 
of keys. Both the sender and 
the receiver must know and 
use the same private key. 
DES supports a key length of 
56 bits. 
 
3DES is a stronger version of 
DES, as the encrypted 
communication is re-encrypted 
twice to make it harder to 
crack. It is still a relatively 
efficient encryption algorithm. 
It belongs to the ―symmetric‖ 
family of algorithms (i.e. both 
parties to a communication 
have to be in possession of 
the same secret key before 
3DES starts). This can be 
done by one party generating 
a random key and sending it to 
the other party using public 
key (RSA) cryptography. 
3DES supports a key length of 
168 bits 
Reference: 
DES was originated at IBM in 
1977 and was adopted by the 
U.S. Department of Defence. It 
is specified in the ANSI X3.92 
and X3.106 standards; and 
Federal FIPS 46-3 and 81 
standards. 
3DES is defined by FIPS 46-3 
and ANS X9.52-1998. 
 

3DES is a stronger 
version of DES and is a 
FIPS (and ANSI 
approved standard (ANSI 
X9.52-1998). 
The 3DES variant of DES 
is now widely used to 
enhance security. 
3DES are the most widely 
used encryption 
standards supported by 
the majority of products 
which 
require encryption 
Triple DES or AES is 
preferred to DES 
because of their 
respective key length. 
DES supports a key 
length of 66 bits, triple 
DES supports 128 and 
AES supports 256. 
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Digital Signature 
Algorithms 
 
 

DSA – Digital 
Signature 
Algorithm; and 
RSA for Digital 
Signature 

NIST published the DSA in the 
Digital Signature Standard 
(DSS), which is a part of the 
U.S. government's Capstone 
project. DSS was selected by 
NIST, in co-operation with the 
NSA to be the digital 
authentication standard of the 
US 
Government. The standard 
was issued in May 1994. 
The DSA digital signature is a 
pair of large numbers 
represented in a computer as 
strings of binary digits. The 
digital signature is computed 
using a set of rules (i.e., the 
DSA) and a set of parameters 
such that the identity of the 
signatory and integrity of the 
data can be verified. The DSA 
provides the capability to 
generate and verify signatures. 
NIST defines key sizes of 512-
1024 bits. 
 
RSA for Digital Signatures is 
an alternative method for 
generating and checking 
digital signatures. It is 
recognised by the NIST within 
the DSS as an alternative to 
DSA. 
RSA is a proprietary public-key 
cryptography system, from 
RSA Security, that provides 
both encryption and digital 
signatures. RSA uses the 
public key of the recipient to 
encrypt data which can only be 
decrypted by the recipient 
using their private key. 
RSA supports key lengths of 
512-2048 bits. RSA 
recommends 768-bit keys for 
less valuable data, 1024-bit 
keys for corporate use and 
2048-bit keys for extremely 
valuable data. 
 
 
References: 
DSA is defined by NIST in 
FIPS 186-2 DSS. 
RSA for Digital Signature is 

Together with RSA, DSA 
is a widely accepted 
standard for 
digital signature 
algorithms. 
It is a matured standard – 
issued in 1994 
 
RSA is a matured 
security standard – it was 
first developed in 1997 
and has been extensively 
tested. 
RSA for Digital Signature 
is a proprietary standard 
introduced in February 
2000, which has gained 
wide acceptance. 
RSA is the most widely 
used digital signature 
algorithm. It 
has been licensed to 700 
companies and RSA 
claims an 
installed base of more 
than 500 million 
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recognised in FIPS 186-2 DSS 
as an alternative to DSA. 
 

Hashing Algorithms 
for Digital Signatures 
 

SHA-1 – Secure 
Hash Algorithms 
1. 
 
 
 
MD 5- Message 
Digest 5 

SHA-1 is a message digest 
algorithm (and  cryptographic 
hash 
function) designed by the 
National Security Agency 
(NSA) and published by the 
National Institute of Standards 
and Technology 
(NIST). It produces a 160-bit 
digest from a message with a 
maximum size of 2^64 bits. 
The SHA-1 is called secure 
because it is computationally 
infeasible to find a message 
which corresponds to a given 
message digest, or to find two 
different messages which 
produce the same message 
digest. Any change to a 
message in transit will, with 
very high probability, result in 
a different message 
digest, and the signature will 
fail to verify. 
The NIST has published three 
additional variants of SHA, 
each with longer digests. 
These are named after their 
digest lengths 
(in bits): SHA-256, SHA-384, 
and SHA-512. They were first 
published in 2001 in the draft 
FIPS PUB 180-2, at which 
time review and comment 
were accepted. FIPS PUB 
180-2, which 
also includes SHA-1, was 
released as an official 
standard in 2002. These new 
hash functions have not yet 
received as much scrutiny by 
the public cryptographic 
community as SHA-1 has, and 
so their cryptographic security 
is not yet as assured. FIPS 
PUB 180-1 also encouraged 
the adoption and use of SHA-1 
by private and commercial 
organisations. 
 
Reference: 
SHA-1 is a NIST approved 
standard defined in FIPS 180-

NIST has approved hash 
algorithm SHA-1 for 
digital signatures. 
SHA-1 is a matured 
standard - original 
specification of the 
algorithm (SHA-0) was 
published in 1993 and the 
revised version (SHA-1) 
was published in 1995. 
SHA-1 has been very 
closely examined by the 
public cryptographic 
community and no 
cryptographic insecurities 
have yet been found. It is 
therefore considered to 
be quite secured. 
 
For high security 
document SHA1 should 
be preferred than MD-5. 
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1 
―Secure Hash Standard‖ as 
well as a proposed IETF 
standard defined in RFC 3174 
―US Secure Hash Algorithm 1 
(SHA1)‖. 
 
 

Key Transport 
Algorithms 

Digital Signature 
Algorithm (DSA) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The DSA digital signature is a 
pair of large numbers 
represented in a computer as 
strings of binary digits. The 
digital signature is computed 
using a set of rules (i.e., the 
DSA) and a set of parameters 
such that the identity of the 
signatory and integrity of the 
data can be verified. 
 

Together with RSA, DSA 
is an accepted standard 
for digital signature 
algorithms. It is the US 
Department of 
Commerce/NIST FIPS 
standard, specified in its 
Digital Signature 
Standard document FIPS 
186. 
 
 

 
RSA for Digital 
Signature 
 

RSA is a proprietary public-key 
cryptography system, from 
RSA Security, that provides 
both encryption and digital 
signatures. RSA uses the 
public key of the recipient to 
encrypt data which can only be 
decrypted by the recipient 
using their private key. 

RSA is the dominant 
asymmetric encryption 
scheme.  The ISO 
(International Standards 
Organisation) 9796 
standard lists RSA as a 
compatible cryptographic 
algorithm. 

XML Message XML Encryption XML Encryption is a standard XML Encryption is a W3C 
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Encryption 
 

Syntax and 
Processing. 

for encrypting/decrypting 
digital content (including XML 
documents and portions 
thereof) and an 
XML syntax used to represent 
the (1) encrypted content and 
(2) Information that enables an 
intended recipient to decrypt it. 
References: 
XML Encryption Syntax and 
Processing Standard is 
developed and recommended 
by W3C. The standard is 
available at 
http://www.w3.org/TR/xmlenc-
core/. 

candidate 
recommendation, and is 
the only available 
standard for XML 
message encryption. 
In March 2002 the W3C 
XML Encryption Working 
Group published an XML 
Encryption Requirements 
W3C Note, and 
Candidate 
Recommendations of 
XML Encryption Syntax 
and Processing. The 
specifications have 
already satisfied the 
implementation 
requirements necessary 
to exit Candidate 
Recommendation 

XML Message 
Signature 
 

XML Signature 
Syntax and 
Processing 

XML Signature is a standard 
for digital signing of XML and 
its applications. The standard 
defines a schema for capturing 
the result of a digital signature 
operation applied to arbitrary 
(but often XML) data. Like 
non-XML-aware digital 
signatures (e.g., PKCS), XML 
signatures add authentication, 
data integrity, and support for 
non-repudiation to the data 
that they sign. However, unlike 
non-XML digital signature 
standards, XML signature has 
been designed to both account 
for and take advantage of the 
Internet and XML.A 
fundamental feature of XML 
Signature is the ability to sign 
only specific portions of the 
XML tree rather than the 
complete document. 
An XML signature can sign 
more than one type of 
resource. For example, a 
single XML signature might 
cover character encoded 
data (HTML), binary-encoded 
data (a JPG), XML encoded 
data, and a specific section of 
an XML file. 
References: 
http://www.w3.org/TR/xmldsig-
core/ 

XML Signature is a joint 
W3C/IETF standard, and 
the only one available for 
XML message signing. 
Currently, only one 
version of XML Signature 
exists. 
Publicly available toolkits 
and software 
development kits are 
provided by market 
leading security vendors, 
including IBM, HP, 
Microsoft, RSA and 
VeriSign. 

Privacy Policy Platform for P3P enables web sites to P3P is a W3C 
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Privacy 
Preferences 
Project (P3P) 
version 1.0. 
Platform 

express privacy practices in a 
standardised form that can be 
automatically retrieved and 
interpreted by user agents, 
such as browsers. User agents 
can compare the privacy 
practices with the user‘s 
preferences and automatically 
flag differences, allowing the 
user to respond accordingly. 
References: 
http://www.w3.org/TR/P3P/ 

recommended standard, 
and the only viable one 
available. P3P v1.0 was 
issued as a W3C 
recommendation and is 
thus deemed to be stable 
and suitable for 
widespread adoption. 
P3P is supported by the 
latest version of some 
dominant browsers such 
as Microsoft IE v7.0 and 
Mozilla  

 
 
 
 

9.8. APPLICATIONS & SOFTWARE INTEROPERABILITY 

9.8.1. INTRODUCTION 

The application integration domain comprises technical specifications and policies to enable 
applications to interact in an open environment. Usually different applications in the same 
organisation do not communicate or interact in sharing data and business rules. For example, 
it is common to find a supply chain management applications (for managing inventory and 
shipping), customer relationship management applications (for managing current and potential 
customers), business intelligence applications (for finding patterns from existing data from 
operations), and other types of applications (for managing data such as human resources 
data, health care, internal communications, within the same organisation not being able to 
share common business logics. 

9.8.2. KEY APPLICATION AND SOFTWARE INTEROPERABILITY 
POLICIES 

1. MDAs shall utilize Software methodologies, standards, and best practices to develop, 
implement, and/or acquire application systems.  

2. Software Architecture supports the economical and efficient development of open, 
interoperable software solutions that make government information, programs, and 
services more accessible.  

3. Applications developed should foster an environment of software integration, 
collaboration, and communication, and enable new, business-specific, software 
applications to be developed more rapidly and modified more easily as business 
requirements change.  

4. Standardise information management practices.  Information management practices 
should be standardised across government to share and improve processes for 
accessing information. Information should be managed according to lifecycle 
management protocols and be transferable across organisations, subject to the 
requirements of privacy, confidentiality, intellectual property and associated security 
standards. 

5. Generate information to support decision making. 

6. Accurate, timely and relevant information should be available to share with others who 
have an appropriate business requirement. This principle is based on the need to 
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continually work towards optimised agency and whole-of-government service delivery 
and organisational capability, supported by evidence-based decisions. 

7. Collect quality information.  The collection of information should aim to be accurate, 
relevant, timely, reliable and cost-effective. The impost of information collection on the 
Ghanaian public should be minimised as far as possible. Duplication and rework for 
staff should be minimised. 

8. Re-use information from single authoritative source.  Information should be collected in 
a consistent manner and represent a single authoritative government perspective. The 
principle of re-use, where information is created once and is available to be used for 
different purposes with confidence, is fundamental. 

9. Promote trust and confidence, rights and responsibilities. 

 Client Application Policies 

1. The client is software on a terminal device which makes use of a service offered by the 
middle tier. The client tier includes both the classical user site with all the options state-
of-the-art technology has to offer in order to interact with public administrations, with 
access to information possible via different media.  

2. Except under exceptional conditions all client applications in government must be Web-
based. 

3. Two different clients are generally available on computers in order to access or receive 
information, i.e. web browsers and specific client applications (such as Java Clients – 
also Applets) which, for example, enable direct access to Internet-based services, e-
mail clients and to the operating system, depending on privilege levels. All new client 
applications must be web based.  

4. The use of Java Applets is permitted if these are signed by the server and can hence 
be identified by the client as authentic and integer.  

5. The use of Javascript is permitted on condition that a server certificate and an SSL 
connection are used in order to enable the client to identify this as authentic and 
integer.  

 

9.8.3. APPLICATION AND SOFTWARE INTEROPERABILITY STANDARDS 

 

INTEROPERABILITY 
AREAS 

STANDARDS DESCRIPTION  JUSTIFICATION 

Simple functional 
integration in an 
open environment 
(e.g. information 
retrieval from a 
remote application) 

SOAP v1.1  
 
WSDL v1.1  
 
 
 
 
 
 
 
 
 
 
 

SOAP - Simple Object 
Access Protocol is a 
system to enable program 
running in one kind of 
operating system to 
communicate with a 
program in the same or 
another kind of an 
operating system. 
Standards such as World 
Wide Web's Hypertext 
Transfer Protocol (HTTP) 
and its Extensible Markup 
Language (XML) is used 

WSDL is defined in XML 
and is therefore strictly 
implementation 
independent. WSDL v1.1 
is currently supported by 
various tools on different 
platform and referenced 
by the WS – 1 Basic 
profile v1.1. 

http://searchwindevelopment.techtarget.com/sDefinition/0,,sid8_gci214004,00.html
http://searchsoa.techtarget.com/sDefinition/0,,sid26_gci213404,00.html
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UDDI v3  
 

as a mechanism for 
information exchange. 
 
A WSDL provides a 
comprehensive technical 
description of services. It 
describes what the service 
does in terms of its 
operations and message 
formats. And how to 
interact with it. 
 
 
UDDI - Universal 
Description, Discovery, and 
Integration is an XML-
based registry for 
businesses worldwide to 
list themselves on the 
Internet For the publication 
and discovery of remote 
service descriptions 

Reliable document 
exchange between 
application systems in 
an open environment 
for 
business document 
oriented 
collaboration 

ebMS v2  ebXML (ebMS) Message 
Services is the messaging 
standard defined within the 
ebXML framework and is 
sometimes abbreviated as 
ebMS, for secure and 
reliable messaging over the 
Internet. 

The Government and 
Organisations 
exchanging business 
data using ebMS may 
take advantage it provide 
including :  

Privacy  
Encryption of data via 
SSL or optional data 
encryption standards  

Authentication  
User authentication via 
SSL or Digital 
Signature  

Reliable Messaging  
Once-and-only-once 
message delivery and 
integrity of message 
content validated 
through SSL or Digital 
Signature  

Robust Messaging  
Support for extremely 
large messages, 
multiple payloads in a 
single message & 
asynchronous 
messaging  

Flexibility  
Messages of any data 
type, including binary 
graphics, EDI or XML  

http://searchsoa.techtarget.com/sDefinition/0,,sid26_gci213404,00.html
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Secure exchange of 
messages in a Web 
Services 
environment 
 

WS-Security 1.0 WS-Security 1.0 defines 
mechanisms for signing 
and encrypting SOAP 
messages. 

The new WS-Security 
v1.1 standard is an 
important milestone that 
includes significant 
enhancements to the 
original specification. It 
also profiles and adds 
support for several new 
security token types, 
such as SAML, Kerberos, 
X.509 certificates, and 
others 

Application Standards 
which uses Middleware 

Java 2 Platform, 
Enterprise Edition 
(J2EE) v1.4  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Java 2 Platform, 
Standard Edition 
(J2SE) v1.4  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The development and 
integration of the 
following applications 
(integrated applications) 
on the middle tier require 
the use of Java 2 
Platform, Enterprise 
Edition (J2EE)

 

technologies 
a. basic components,  
b. applications which 

directly integrate 
basic components or 
libraries provided for 
this purpose, and  

c. applications designed, 
as a whole or in part 
(components), for re-use 
(porting) 
 
 
 
If an application does not 
require the full J2EE 
functionality either initially 
or on a permanent basis, 
J2EE technologies 
should be used 
individually as an 
alternative solution. The 
basis for this is the Java 
2 Platform, Standard 
Edition (J2SE). The 
individual technologies 
should be used in 
accordance with J2EE 
Specification 1.4 in order 
to create a compatible 
migration path to J2EE. 
 
 
JDBC should be used for 
access to databases. 
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Java Database 
Connectivity 
(JDBC) v3.0  
 
 
 
 
Java Message 
Service (JMS) v1.1, 
J2EE Connector 
Architecture v1.5 
 
 
 
 
 
 

 .NET Framework 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
.NET Framework is a 
middleware technology 
which was developed by 
Microsoft. 

 
 
 
 
Either the Java Message 
Service (JMS)

 

or the 
J2EE Connector 
Architecture should is 
suitable for integrate 
external systems. 
 
 
 
 
 
The system architecture 
of .NET includes a 
runtime environment for 
different programming 
languages and a 
development 
environment. It supports 
major web standards 
(including SOAP, WSDL, 
UDDI, XML). 

Application Standards 
without Middleware 

PHP: Hypertext 
Preprocessor (PHP) 
v4.x  
 

 PHP
 

(recursive acronym 
for "PHP: Hypertext 
Preprocessor") can be 
used for applications 
without an integration 
requirement, i.e. non-
distributed stand-alone 
applications which do not 
communicate with one of 
the basic components, 
legacy systems or other 
special e-government 
applications). 
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SECTION J: APPENDICES 

APPENDIX A: GMS QUALIFIER SUMMARY 

 

Elements Element refinements 

Creator  

Publisher 

Contributor Role of contributor should appear as an 
element refinement if required 

Availability  

Title alternative 

Subject  

Date created 

modified 

valid 

issued 

Identifier  

Rights  

Description  

Source  

 

 

Language  

Relation isPartOf/hasPart 

isVersionOf/hasVersion 

isFormatOf/hasFormat 

references/isReferencedBy 

isBasedOn/isBasisFor 

isRequiredBy/requires 

isreplacedBy/replaces 

AGLS Elements Element refinements 

Coverage temporal 

spatial 

jurisdiction 

postcode 

Function  
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Type category 

aggregationLevel 

documentType 

serviceType 

Format extent 

medium 

Audience  

Mandate act 

regulation 

case 

 


